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“LeonR&Do” Lab Infrastructure Overview

• ICT Cloud 
hosting Ubuntu, Linux & Centos OS    
VMs

• 4G/5G NSA Testbed
gNB/eΝB, MEC & core network nodes

• IoT Platform
e2e solution developed in-house 

• FTTH Testbed
multi-apartment building, small 
buildings simulations 

Interconnected with Research Institutes/Centers 
• NCSR DEMOKRITOS (and other academic institutions) over 1G GRNET
• NTUA over dark fiber (10G)

Four (4) interrelated Domains



The LeonR&Do IoT Platform General Overview

The LeonR&Do IoT platform is a flexible, scalable and secure e2e solution -
developed from scratch- that can integrate any sensor (commercial or 
custom) and any technology, supported by a common backend/cloud

infrastructure

• Currently Utilized in INTERCONNECT, AEOLUS, LIFE SAFE-CROSSING, 
Int5Gent, and 5G-COMPLETE EU Projects and @Telco Sites

• Continuous Expansions (@sensor, @GW, @backend level) 

The LeonR&Do IoT testbed is accessible from anywhere.
Any sensor can be integrated (through a common API), while data 

monitoring/visualization, alerting, data retrieval, etc. services are available. 



The LeonR&Do IoT Platform Aim: Smart Buildings

Energy monitoring
[1/3 phase energy meters, smart

plugs, socket energy meters]

Energy 
Management
[@phase, relay, plug/socket, lights 

switch, device level]

Security
[cameras, motion detection,

flood, fire detection,
door/window, siren]

Home Comfort
[cooling/heating, boiler, TV, Music 

Player, Lights, air-quality, 
temperature, humidity, etc.]

Advanced Automation
[based on events/rules, scenes, etc.]

Other
[voice commands, WOL, 

wifi/location presence, etc.]

Smart Buildings

Alerting
[push notifications @smartphone, 
e-mail, etc. based on rules/events]



LeonR&Do IoT Platform HW/SW

Custom and commercial end-
devices/sensors such as, power/energy-
related (relays, power meters, smart 
plugs, etc.), air-quality, temperature, 
humidity, pressure, activity/motion, 
luminance, smoke/fire, etc.

IoT hubs/gateways supporting multiple 
access technologies/protocols incl. 
WiFi, z-wave, zigbee, BLE, LoRaWAN, 
2G/3G/4G/4G+, NB-IoT.

Common backend for data storage, 
processing and visualization (MQTT, 
InfluxDB, Grafana, Kapacitor)

Docker deployments and remote 
configuration device management.



SENSORS: Energy Monitoring/Management 

Wireless 
energy 
meters

Wireless 
sockets / 

plugs

Wireless 
energy 

switches

Smart light 
switches



SENSORS: Environmental & Security Related

Temperature, 
Humidity, 
Pressure, 
Smoke, 
wireless 
sensors

Wireless 
cameras, 

sirens, 
door and 
motion 
sensors



IoT Gateway

z-wave controller

zigbee controller

WiFi hotspot

3G/4G USB dongle

BLE controller



Home Assistant User Interface

Accessible via smartphone, tablet, laptop/PC or even smartwatch from anywhere, anytime



Data Visualization 

Accessible via smartphone, tablet, laptop/PC from anywhere, anytime



Internal Apps/Solutions/Tools for Telco Site Buildings (1/2)

• AC/DC Power Energy Monitoring (@phase level, total) | Modbus-based solution

• Energy Management (manual & rules/events-based) 

• Remote management of any Modbus enabled node/element (HVACs, Inverters, power 
generators, etc.). 

• A/C splits remote control @telco sites:

– Change A/C temp, fan speed, … remotely (+massive commands)

– Change A/C temp automatically based on local temp and/or HW temp thresholds 
Remote configuration of eNBs (NOKIA 4G) | automated “script” for specific actions 
(e.g., switch-off radios)

• Temperature, humidity, air-quality (CO2, CH4, CO, LPG, dust, etc.) monitoring. Sensors for 
fire, flood, door/window/rack door status, etc. are available too.



Internal Apps/Solutions/Tools for Telco Site Buildings (2/2)

• e2e physical security
o (any, custom) object detection using AI -> combined with PIR/MW activity detectors @perimeter

o object tracking [virtual fence] +alerting + visualization + visual/audio alerts (incl. voice 
announcements)

o Supports any wired/wireless camera from any vendor (HIKVISION, DAHUA, REOLINK, etc.), both 
commercial and custom indoors/outdoor ones

• Access Control -> Face 
recognition, NFC -> door lock 
/unlock

• Antenna/MW dish tilt module 
(NB-IoT) | alerting | powered by 
-48V, PV, battery

• Voltage (220V, -48V DC) 
monitoring NB-IoT module for 
microBS sites alerting
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