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IDUNN is focusing on adding the trust ingredient to any
business by making its ICT systems resilience to cyber-
attacks. It will create a security shield in the form of tools,
methodologies, microservices and initial standards
compatible with any ICT supply chain. The project will
. | demonstrate a secure Continuity Plan for ICT based

organisations by creating and validating a wunique
Cognitive Detection System for Cybersecure Operational
Technologies.
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Add a TRUST ingredient to any business by making its ICT
systems resilience to cyber-attacks
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" ' TRUSTWORTHY FASTER EFFORTLESS PRODUCTIVE
Increase trust in Increase response Decrease person Have a crucial
both IT and OT and lower recovery effort to ensure impact in
. time cybersecurity productivity
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IDUNN’S PILLARS
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2 APPLICATION FOR MANUFACTURING OF
AVIATION LIGHTNING OF GAS VALVES FOR
WIND.ENERGY-PLANTS — ° HOUSEHOLD
. : . APPLICATION IN
ENERGY SECTOR
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Run a self-diagnostic
operation according
to certain
metrics and goals
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2 . ‘ Energy sector Advanced cybersecurity products Increase citizen privacy
. ° Manufacturing sector Increase TRUST in ICT components Improve EU market opportunities
* . Transport sector Less effort to assure a compliance Harmonized certification schemes
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A methodology based on an immutable blueprint that guarantees the integrity and traceability of a
complex ICT system

A holistic threat model at the light of the MITRE TTP of the ICT supply chain in complex ICT/OT
environments

A validated technological security framework in the form of tools and microservices to enable
automatic and dynamic cybersecurity operations

A complete integration plan based on three main project scenarios as an example of their
* applicability on other general ICT supply systems

Co-creation activities with potential stakeholders (starting with the IDUNN three scenarios) to
reduce and standardise the human intervention and tools proposed as a means to ensure resilience on
ICT complex systems through certification
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WPI - Use case scenario, requirements and architecture 1ke rlan

wWpP2 WP3 WP4 WP5 WP6
Supporting Dynamic Accurate Resilience Self Diagnosis
Infrastructure Threat Forecast Tools Action Tools and Human

Detection Interactive
Tools Tools
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Management

and exploitation
WP9 - Project, Risk and Cooperation-

WPS8 — Dissemination, standardization
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Supporting infrastructure
Dr. Mathias Uslar

Dynamic threat detection
Mr. Jose Luis Montero
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Project General Assembly (PGA)

Chaired by the Project Coordinator
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Project Coordination Committee
(PCC)

Chaired by the Project Coordinator

Extended Project Coordination
Committee (+PCC)
Chaired by the Project Coordinator

Sustainability Committee
Chaired by the Expbitation Coordinator

MANAGEMENT STRUCTURE & ROLES
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Accurate forecast tools
Technical Coordinator (TC)
Mr. Panagiotis Kostakos

Resilience actions and tools
Mr. Taavi Hirvonen

Self Diagnosis and interactive Tools WP6

Mr. Jari Partanen BITT

Validation and assesment
Validation Coordinator (VC)
Mr. Rui De Almeida

Dissemination, exploitation and
standardization

Exploitation Coordinator (ExC)
Mr. Mikel Uriarte
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