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1. The GATEKEEPER Project

2. The GATEKEEPER HL7 - FHIR Implementation
Guide

3. The Web of Things model in GATEKEEPER

ecosystem

Al based pipelines for solution design

Real world data acquisition API
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GATEKEEPER prOjeCt Dublin June 20-23, 2022

The flagship project of the EU to
foster large-scale deployment of
integrated digital solutions, mainly Al
and Big Data, in the Health Care
domain

- ; For personalized risk detection,
advanced health monitoring and
early interventions

a Across multiple scenarios of
smart living environments

T This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement N° 857223
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GATEKEEPER prOjeCt Dublin June 20-23, 2022

7 Ovartrers 16 countic
21Mme 40k

Budgets

8 + 3 @ 9 Use cases
medical pilots for Chronic
conditions

T This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement N° 857223
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The Gatekeeper HL7-FHIR

Implementation Guides for Chronic
Disease Management
Dr. Giuseppe Fico - UPM
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A trustable, privacy preserving and secure platform to foster large-
scale deployment of interoperable Al solutions for Chronic Disease

Management. /
How we build it? WEB OF 2
BLOCK p<_ >3 1< >< CHAIN * .
(/A FH | R THINGS 111[_,‘ -
L docker kubernetes
! Y -~

CERTIFICATE
AUTHORITY

B i e - _____ >
T This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement N° 857223
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How we connect IoT deVice? Dublin June 20-23, 2022

We aim at connecting loT devices with asynchronous and
synchronous API

Data are gathered into the platform through connector with a
site-to-site VPN connection

Data are semantically annotated with JSON-LD integrated inh
Web of Thing — Thing Descriptor \

Data are directly sends from loT medical devices in GK-FHIR
format

T This project has received funding from the European Union’s Horizon 2020 researc h
and innovation programme under grant agreement N° 857223
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How we build trustiness? Dublin June 20-23, 2022

We aim to do that by using Certification Authorities and

blockchain |
oS -

CERTIFICATE <} N
AUTHORITY N

In GK we have a Gatekeeper Trust Authority that has theh
objectives of: W a
Certify different levels of trustiness of GK Things
Provide traceability, non repudiation of Gatekeeper things

Provide automatic validation of several aspects of a GK thing
Such as compliance with Gatekeeper FHIR IG c

T This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement N° 857223
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What is FHIR? Dublin June 20-23, 2022

HL7 FHIR (Fast Healthcare Interoperability Resources)
Specification is the HL7 outstanding standard for exchanging
healthcare information electronically —

...... but is not limited to this...

The basic building block in FHIR is a Resource. Everything irm
a resource. \

FHIR resources aim to define the information contents and
structure for the core information set satisfying the majority of
commohn use cases. c

T This project has received funding from the European Union’s Horizon 2020 researc h :* * *:
and innovation programme under grant agreement N° 857223
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How was used FHIR in Gatekeeper? ‘ June 20-23, 2022

Our methodology for Gatekeeper FHIR IG definition

Phase 1 Phase 2 Phase 3

—

Resource Definition and
Mapping

Pilot data schema ‘ Terminology Mapping

collection

SNOMEDCT

The global
language of
I .IN C healthcare F Fl | | R

From Regenstrief ICD-10

)

T This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement N° 857223
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Gatekee per FHIR IG Dublin June 20-23, 2022

oooous AHL7
Wil

HL7 FHIRIG

asources)

Set of rules about how FHIR
resources should be used to
exchange data (e.g. wearable,
medications tracker) within
the GK platform and enable
their certification by the GK
trust authority

T This project has received funding from the European Unio
and innovation programme under grant agreemen
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LOGICAL VIEW
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GATEKEEPER
DATA
FEDERATION
Server
(for EHR & PHR)

FHIR Server
GK Resource
Profile

GATEKEEPER TRUST

AUTHORITY

Al Personalized Risk Home&Health
Detection & Assessment Activity Monitoring
Medical Based Al External
algorithms (T6.3) Al Services

Al Reasoning Framework

AUTHORING TOOL
FOR DASHBOARDS

External
Apps (e.g. Pilot Apps)

Web of Things
THING
MANAGEMENT

SYSTEM APP MANAGEMET

PORTAL

LEARNING PORTAL

Thing
Directory
ADMIN PORTAL

CUSTOMER PORTAL

GATEKEEPER WEB
ENVIRONMENT

This project has received funding from the European Union’s Horizon 2020 research M
and innovation programme under grant agreement N° 857223




The role of FHIR in Gatekeeper — Data "'Week

Cap in — June 20-23, 2022

loT & Data

Pilot A

Medisal Sbservation
BEAT-4  Heart rate (LOINC]
B4B06 Syshalic blood \

e M \ Data Federation Thing

e gl gl '—

JEA075005  Heartrate

|ohsenvanle l
antity) [SNOMED)]
|
THNI00E  Systobic arterial "-%
pressure
{observable
anfity} [SNOMED| '\ -
"
Pt /
Physical Activity P
dance §Custom values ==t} &
n {Custom values sat)

Collecting pilots data models

and vocabularies

T This project has received funding from the European Union’s Horizon 2020 research :* * *:
and innovation programme under grant agreement N° 857223 .
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The role of FHIR in Gatekeeper - Al Dublin June 20-23, 2022

New FHIR operation
Included into the GK FHIR I1G

Y,

A FHIR

Input Tensor

XY

Mapping

Mapping

Al/ML Ops Lifecycle c

T This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement N° 857223




I Week

FHIR as mediator for federated Al Dublin June 20-23, 2022

Il Datasources I wP4 Core components WPs5 Al services
Platform deployment options L Platform Big Data suite instances Platform instances
1
Pilot Data on GK platform M >: T B Big Data services on Empty models, |
I 6 : GK platform code, empty results
| —O 1
e B ¥
Pilot Data on GK Dt ": > :* Big Data services on models, code, L,
infrastructure T GK infrastructure results
1 42
| (O : 1
Pilot Data on its cloud 1 " QO B Big Data services on models, code, N
infrastructure e > pilot cloud [ results
I
Pilot Data on its own LRk EEEEEE ST oo Big Data services on models, IR
premises : D t 4 pilot premises " code, results
L : |—>Full trained models, code, final results
! I
[
Physical data are private Data shares Models and code are shared Fully featured Al service
114,60
to each pilot the same logical model by pilots Available for all pilots

T This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement N° 857223
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What we have testing?

June 20-23, 2022

22 Experimental

i +100 KPIs
Designs

Declining each RUC in We know how to Each pilot gave 1+ Start the analysis for
each pilot considering measure clinical impact webinar, bilat meetings their proactive inclusion
also patient complexity in each/every pilot
(low/moderate/severe)

ALL EXPERIMENT DEFINED

T This project has received funding from the European Union’s Horizon 2020 research :* * *:
and innovation programme under grant agreement N° 857223 .
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Gatekeeper and EHDS Dublin June 20-23, 2022

HL7 FHIR and Data Federation provide access to FAIR
compliant data that follows the public GK FHIR-IG.

GTA is providing anonymization and pseudonymization
functionalities for implement the “data permit” for
secondary use of data.

The privacy preserving Al approach provide a proof of CW
concept of “data request” for secondary use of data when
analysis needs access to personal data.

T This project has received funding from the European Union’s Horizon 2020 researc h :* * *:
and innovation programme under grant agreement N° 857223



The Web of Things model in

GATEKEEPER ecosystem
Dr. Dave Raggett - W3C
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GATEKEEPER Mission Dublin June 20-23, 2022

To enable researchers to work with health data in a way
that is beneficial whilst preserving patent privacy

Using Al/ML to improve individual patient care by
studying records for many patients

For the most part we are relying on FHIR for data collection
FHIR is a de facto standard with JSON based APls

The GATEKEEPER marketplace supports public and
privileged access, subject to terms & conditions restricting

the kinds of processing and sharing of information®

Clients can download, transform and upload data &
metadata into forms more useful to other clients

*e.g. forbidding deanonymisation of anonymised patient data

T This project has received funding from the European Union’s Horizon 2020 researc h :* * *:
and innovation programme under grant agreement N° 857223




Fast Healthcare Interoperability OTWeek

Resources (FHIR) Dublin June 20-23, 2022

AHL7 FHIR

HL7’s FHIR builds upon familiar tooling and technologies
XML, JSON, HTTP, SSL, OAUTH, REST API + Search
Based on W3C and ISO data types
80% rule - only expose what most will use

Open Source code libraries
Validation services

Related standards include SNOMED, ICD, openEHR, CIMI, ISO
13606, IHE, DICOM

FHIR Resources for, e.g.
General
Care Provision
Medication & Immunization
lagnostics

This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement N° 857223
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FHIR Example Dublin June 20-23, 2022

123456, M

XML and JSON

: C

Courtesy of m-
3



https://www.uwfhir.org/tutorials/files/UW_FHIR_Workshop-Intro_To_FHIR.pdf
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GATEKEEPER and Data Spaces publin June 20-23, 2022

IDSA and GAIA-X are promoting data spaces as a means for safe
secure data sharing ecosystems

Ensuring sovereignty for data owners

Accessed via IDSA Connectors
The GATEKEEPER marketplace aligns with the data space
principles, e.g.

Strong authentication for data providers and data consumers,
etc.

D2A - download data to be locally processed with an algorithm

QZD - upload the algorithm to be processed remotely with the
ata

Use of RDF for metadata along with validation

FHIR APl is one way to enable remote access to data
GATEKEEPER also supports W3C’s Web of Things standard

T This project has received funding from the European Union’s Horizon 2020 researc h
and innovation programme under grant agreement N° 857223
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GATEKEEPER and Anonymisatian Dublin June 20-23, 2022

Anonymisation is handled by the GATEKEEPER Trust Authority
In keeping with goals of European Health Data Spaces proposal
|s not applied to a data set if data controller or a third party has
access to the original data
Anonymisation is data processing, so it requires a legal basis: data
subject’s consent, further processing for research etc.
See GDPR Art. 6 - responsibility of the data controller
Direct identifiers and most quasi-identifiers must be masked
iIrrespective of technique
Details available in the FHIR Implementation Guide for Gatekeeper

Anonymisation techniques including K-anonymity, L-diversity,
differential privacy, etc.

T This project has ved funding from the European Union’s Horizon 2020 researc h :*‘*:
andlnn ation programme under g ntagreement N° 857223
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W3C We b Of Thi ngs (WOT) Dublin June 20-23, 2022

Abstraction for digital twins that
decouples applications from the -
complex details of large variety of 7
loT protocols __ J
Standardizes technical building
blocks as a means to increase
interoperability for the loT

- Digital Twins expose “thin%
descriptions” using JSON-LD*

Interaction affordances as
properties, actions and eve

Cloud

Intermediary / Thing
Behavior

Interaction Affordances.

Data Schemas

Protocol Bindings
Remote Access

and Synchronization

C;:::vr:;:r Thing-to-Cloud ina-to-Gatewa Integration and
Thingto-Gateway [ orchestration along with data models, an
Protocol Bindings Sema ntICS |
Web Integration ’ e S Communication metadata with
| ot security configuration and
) g tocthing e | L protocol bindings

Interaction

Links to external ontologies for
Local Network semantic models

*JSON based RDF serialisation

T This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement N° 857223
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Web of Things is Protocol Agnostic ublin June 20-23, 2022

WoT API WoT API WoT API

{ properties,

events }

=
&S
'-#-‘
&5

13} )

"oa
%

T This project has df d gf om the European Uni n 2020 researc :*‘*:
nprogramme dgtg th857223 x>
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WoT Thing Description Example ——— June20-23, 2022

"actions": {
"toggle": {
"@type'": "saref:ToggleCommand",
"forms": [{
"href": "https://mylamp.example.com/toggle"

"@context": |
"https://www.w3.0rg/2019/wot/td/v1",
{ "saref": "https://w3id.org/saref#" }
[
"id": "urn:dev:iops:32473-WoTLamp-1234",
"title": "MyLampThing",
"@type": "saref:LightSwitch",
"securityDefinitions": {"basic_sc": {

¥

},
lleventsli: {
"overheating": {

”%cheme”: "basic”, “data™: {"type's “string”},
"in": "header" "forms": [{
i3y "href": "https://mylamp.example.com/oh"
"security": ["basic_sc"], 1
"properties": { }
"status": { }
"@type": "saref:0n0ffState", }
"type": "string",
“forms": [{
"href": "https://mylamp.example.com/status"
H
b
-

See: W3C Thing Description Specification and Thing Description Ontology

A T This project has received funding from the European Union’s Horizon 2020 research :*‘ *:
and innovation programme under grant agreement N° 857223 .



https://www.w3.org/TR/wot-thing-description/
https://www.w3.org/TR/wot-thing-description/

Web of Things compared with Open API

I Week

Dublin June 20-23, 2022

OpenAPlis another standard for describing RESTful APIs

VOt

Web of Things (WoT) - thing
descriptions (TD’s) as RDF

Includes data types and rich
semantics

Modelling both devices and
the context they reside in

Not restrictedto HT TP

e.g. MQTT, OPC UA, Modbus,
Web Sockets, CoOAP

claITIE[ [K[E[EIPIE|R!

This project has rece

ived funding from the European Union’s Horizon 2020 researc h
and innov

a4
4 \/'
Open Al (formerly Swagger) with

RESTful APls described in JSON
or YAML

JSON based scripting model

REST: Roy Fielding’s work on
representational state
transfer

Includes data types but lacks rich
semantics

Can be translated into WoT I.D’s

vation programme u dgtg eement N° 857223 A



Open Questions
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Dublin June 20-23, 2022

Digital Twins for the human body?
Past, present and future, along with
reasoning on personalised treatments
Describing FHIR resources with Web of
Things TDs?
WoT binding templates* provide a
means to express protocol bindings

But do health records fit with WoT
properties, actions and events?
Web of Things TD’s focus on REST based
protocols - what about:

Non IP-based protocols?
work on support for CAN and Modbus

Multi-channel telemetry?

Standardised access to past data?
actions are application dependent

* https://w3c.github.io/wot-binding-templates/

clalTIE[ [K[E[EIPIE|R!

This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement N° 857223

RDF and the Semantic Web are based
upon description logics

But mathematical logic isn’t suited for use
with imperfect knowledge*
Knowledge subject to uncertainties,
incompleteness and inconsistencies

Combining symbolic knowledge with
subsymbolic metadata enables plausible
reasoning

Based upon pioneering work by Allan
Collins and others in the 1980’s, plus
earlier work starting in Ancient
Greece

Mimics human reasoning

Intelligent healthcare assistants?

Opportunities for future work on
personalised health assistants

* First international workshop on imperfect knowledge



https://w3c.github.io/wot-binding-templates/
https://github.com/Imperfect-Knowledge/ik2022/blob/main/README.md

Azure Digital Twins and Web of Things? publin

OCTWeek

Microsoft's Azure Digital Twins*
exposes loT devices to cloud-based
client applications interms of
properties, telemetry, relationships
and components

Digital Twin models are expressed
using JSON-LD

Semantics through DTDL ontologies

Twins in Azure Digital Twins are
conceptual representations that can
store user-detined insights about a
device or many related devices

Microsoft recently joined the W3C
Web of Things activity

W3C’'s Web of Things exposes loT
devices to edge or cloud based
client applications in terms of
properties, actions and events

Thing Descriptions are expressed
using JSON-LD

Semantics through RDF-based
ontologies

W3C’s suite of standards for data,
e.g. OWL, SPARQL, SHACL, ...

Security & communications
metadata for integration with
heterogeneous lo 1T device protocols

Additional work on discovery,
scripting and protocol bindings

* Learn about twin models and how to define them in Azure Digital Twins

This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement N° 857223

June 20-23, 2022


https://docs.microsoft.com/en-us/azure/digital-twins/concepts-models

CTWeek

Dublin June 20-23, 2022

AI based pipelines for solution design
Dr. Eleni Georga - Uol



GATEKEEPER - AI Reasoning OTWeek

Framework ‘ June 20-23, 2022

RUC1 RUC9 GATEKEEPER Al Reasoning
Framework

Al/ML Models Al/ML Models

@@@

ooo
ooo
ooo

Deployed Al/IML
Models

Research Hypotheses

I:I O EI
|:||:||:| DDD =

T This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement N° 857223




GATEKEEPER - Medical AI/ML Services

Dublin

I Week

— June 20-23, 2022

Al SERVICES INPUT SPACE OUTPUT SPACE
> . . .
% E ® Prediction of exacerbations for people with COPD, or Medical QeV|ce data: Oxygen saturation, blood pressure, heart Prediction of an acute exacerbation event of
- '\. < 0 heart failure or polymedicated people rate, respiratory rate, body temperature, ECG, dyspnoea degree, COPD, HF or multimorbid condition over a
8 |.n_ l|'|_J i blood glucose predifined time interval
< O é % !E EMR da-ltf-;lj e.g., demographics, medication, clinical activity, Prediction of emergency room visit or
SE a LIDJ &) JUE comorbidities hospitalisation because of an exacerbation over
(o) g ww a predifined time interval
= = i . Questionnaires: Barthel, PAM, Barber, EQ5D
- 4 : , , )
>=
P_: >~ ¥ Long-term prediction of cardiovascular events in Medical device data: Intermittently scanned continuous glucose Prediction of the probability of a short-term
= 5 = people with type 2 diabetes monitoring (isSCGM), blood pressure, heart rate, ECG cardiac arrythmia event, conferred by
8 I P o ) . o hypoglycaemia, based on ECG recording
o - L ® Short-term prediction of hypoglycaemia-related Non-medical-grade monitoring of health (e.g., heart rate, blood
w ™ i cardiac arrythmias in people with type 2 diabetes pressure) and fitness (e.g., activity, sleep) Prediction of the probability of a cardiovascular
8, 8 % EMR data: e.g., chronic conditions, age, gender, therapy event over a predifined time-interval
HheEO L prescription
< S
[a1]
1]
() s | . dicti gelling in t 5 diabet Medicall device data: Real-time continuous glucose monitoring Short-term (up to 60 minutes) prediction of
| HJJ T i ypoglycaemia predictive modeliing in type = diabetes (rt-CGM), pulse rate, heart rate variability, electrodermal activity, hypoglycaemia, defined considering the
w o < skin temperture, blood pressure interstitial or capillary blood compartment of
OO0 ITw . o ) ] glucose measurement
W o5 = Additional data from e-CRF of the trial, intergrated into Diabetes
E é %) % , - Management Platform by CERTH
OEF =20
(14
5 = ‘ Questionnaires: PAID, HFS-II, EQ-5D-3L / EQ VAS
(@

clalTIE[ [K[E[EIPIE|R!
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This project has received funding from the European Union’s Horizon 2020 research M

and innovation programme under grant agreement N° 857223
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GATEKEEPER - Medical AI/ML Services Dublin ——— June 20-23, 2022

Al SERVICES INPUT SPACE OUTPUT SPACE
Use C 1: Explaining depression and anxiety levels . L . : iatri i
’ mthxdpenl}elnga P ! Xiety eV Non-medical-grade monitoring of health and fitness, e.g., w Gerlgtrlc Anxiety Scale (GAS),
T E heart rate, step count, stress, respiration rate, SpO2, sleep Geriatric Depression Scale (GDS)
g 9 ; ® Use Case 2: Recognition of data patterns associated
o I w with PROMs for advanced cancer patients Use Case 1: EuroQol- 5 Dimension (EQ-5D-3L), Global Deterioration ) -
o~ - Scale (GDS Use Case 2: Index of a patient's status and
> O % cale ( ) disease worsening based on the Integrated
OS5 o) 2 3 Palliative care Outcome Scale — Patient Version
xo =S El Use Case 2: EORTC Quiality of Life Questionnaire Core-30 (EORTC (IPOS)
- QOL C30), Hospital Anxiety and Depression Scale (HADS)
# Emerging prognostic and diagnostic patterns Non-medical-grade monitoring of health and fitness, e.g., Edmonton Symptom Assessment System
g E connecting cancer symptoms heart rate, step count, blood pressure, sleep (ESAS)
o =
8 T ® Risk prediction of cancer symptoms and recurrence EMR data: e.g., age, sex, BMI, cancer primary, TNM stage, gK OPC0|/0|-?y NurSI?g S(;(zelf'y (UK'|(')'NS) Se
>N i concominant diseases, concominant medications ncology/Haematology 24 Hours Triage Scale
<0S
m> Qo
X o

T This project has received funding from the European Union’s Horizon 2020 research :* * *:
and innovation programme under grant agreement N° 857223
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GATEKEEPER AI/ML Strategy ——— June 20-23, 2022

RUC1-RUCY9

STAGE 1: REQUIREMENTS STAGE 2: DESIGN, DEVELOP, VALIDATE STAGE 3: CLINICAL EVALUATION

Model Optimisation
Research

Al/ML-based Hypotheses
Problem Definition
and Formulation

Data Selection and Al/ML Model Al/ML Model

: . - Verification Validation
Management Selection Training

Deployed Model
<<Qualified MDSW>>

STAGE 4: REAL-WORLD MONITORING

New Data Al/ML Model Monitoring
and Continuous
Evaluation

EC Ethics Guidelines for Trustworthy Al

Guidelines for Developing, Assessing, Interpreting and Reporting Al/ML Models

EU Medical Device Regulation (Medical Device Software - MDSW)

Collins, G. S, p.55-63,2015.; ics guidelines for t rthy Al, 2019, IgeJelENEll) (10, 10.7
wort v o[ ISR R EAE = s oo Bl AT
Collins, G.S,, eta open



https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32017R0745

I Week

GATEKEEPER AI/ML Strategy ——— June 20-23, 2022

Transparent Reporting of a Multivariable Prediction Models for Individual Prognosis or Diagnhosis
(TRIPOD): The TRIPOD Statement

Research Output Al/ML AI./ML A.I/ML Deployment
Dataset Input Space Testing and Architecture Results
Problem Space Methods . Context
Validation and Topology
MEDICAL SOURCE OF PREDICTORS  OUTCOME Al/ML TESTING CENTRALISED PARTICIPANTS CLINICAL USE
CONTEXTAND DATA ANALYSIS  METHODOLOGY  ORFEDERATED
RATIONALE EMR-Data PIPELINE LEARNING MODEL
PARTICIPANTS CORRECTNESS DEVELOPMENT
OBJECTIVES Medical PHR METRICS
SAMPLE SIZE Data MODEL
SPECIFICATION
No-Medical
PHR Data MODEL
PERFORMANCE
MODEL
UPDATING

Collins, G. S, et al,, Annals of internal medicine, 162, pp.55-63, 2015.
Wolff, R.F.,, et al., Annals ofinternal medicine, 170(1), pp.51-58, 2019.
Collins, G.S., et al., BMJ open, 11(7), p.e048008, 2021.

This project has received funding from the European Union’s Horizon 2020 research :* * *:
and innovation programme under grant agreement N° 857223 .
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GATEKEEPER AI/ML Strategy in ——— June 20-23, 2022

-
P

E Pilot Study Running Phase 1 Pilot Study Running Phase 2

-

=

&

2

)

'E Silent Evaluation of Ecological Validity

- Technical Performance Evaluation - Internal Validation Technical Performance Verification - External Validation /
3;' Real World Monitoring "
>

L

[V

©

1] Pilot Study Running Phase

E 01/2021 - 03/2023

&

P

)

-

<

3 Technical Performance Evaluation - Internal Validation

<

>

L

Collins, G. S, p.55-63,2015. Thlsp h cs UId ne for tru 9%% tps:// europa,eujisimi 7/59/346720
Wolff, RF, eEﬁﬁ‘ﬁﬁg 51,58, 2019 'i\?i‘ rE é tfjﬁ.g 5 fgé@%m i i 2.
Collins,G.S,, eta open EU, MDR Regulatlon https://eur-lex.europa.eu/legal-content/EN/TX LEX:32017R0745



https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32017R0745

GATEKEEPER MLOps

I Week

— June 20-23, 2022

ML Pipeline
Data Extraction _| Data Selection |
and EDA " |and Management|
GATEKEEPER
Data

Experimentation / Development / Test

_| Model Selection | _

and Training

Model Evaluation

and Validation

MLOps

__________________________________________________ Model

Staging / Preproduction / Production

Zhang, J. M., et al., IEEE Trans. Softw. Eng., 2020.

ML Ops
| Trained
| Model » Model Serving
\/\
\4
Registry
ML Service

This project has received funding from the European Union’s Horizon 2020 research

and innovation programme under grant agreement N° 857223



https://ml-ops.org/content/mlops-principles
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GATEKEEPER MLOps Dublin ——— June 20-23, 2022

Model Analysis

A

MLOps
} () (2)

. EDA »|  Orchestrated Experiment | » SourceCode _ _ soyee — | CF Sl 2 (2 pREEE R Packages
Repository pipeline components
Experimentation / Development / Test
——————————————————————————————————————————————————————— CD: Pipeline
Staging / Preproduction / Production Deployment
GATEKEEPER
D3ta
Model - c-c-eoe oo Trained Model
Registry
A |
1
\i

Automated Pipeline

CD: Model
—> Data Extraction |—| Data Validation —s Data Preparation —» Model Training —» Model Evaluation —» Model Validation Serving
|
A
v
Trigger
ML Metadata Store

)

@ Zhang, J. M., et al,, IEEE Trans. Softw. Eng., 2020.

oy
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TestingProperty MLModel
name: String [L.* 1 , MLDataset
value: double —‘ - name: String
- description: String e
- MLModelnput: MLAttribute * - hame: String Distribution
- MLModelOutput: MLAttribute 1.4 ot i desgrlp.tu'\)/lnl_.AStr_lBg . 1 ]
- MLPipeline: MLPipeline N eatureset ttribute o - URL: String
1 - MLTesting: TestingProperty * [1 * - output: ML.Atm.bUtf ] -format: String
’ - trainingDatasets: Dataset * - data.. D|str|.but|on o
(1 - testDatasets: Dataset * - quality Test: QualityProperties
MLPipeline - graph: SerialisationFormat *
- - - - references: String ‘ 1 B\
- inputPreProcessing: String
- training: String
- testing: String 1 1
- outputPostProcessing: 1
String
1.*
* * *
SerialisationFormat 1AL L.
MLAttribute QualityProperty
- hame: String
- version: String - name: String - name: String
- type: String - value: double
- description: String
semantics:
(_JA H FHIR-GKResource *
ONNX PFA
This project has received funding from the European Union’s Horizon 2020 research S
E u ﬂ E E and innovation programme under grant agreement N° 857223 E
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RUC7, CYPRUS - PASYKAF
Recognition of data patterns associated with PROMSs for advanced cancer patients

Non-Medical-Grade Continuous Physiological Parameters Monitoring

Monitroring Period Follow-up Period

cF- - -"-"=--""=""=""-"="-"="-"="-""-"="-"=-""="-"="-"-"="-=-"-""-""=-""=-"/-T7-""="-"”"-"-"-""-""-""-"-°-""-=-"”-"-""-""=-""/""/"=--"-""/"-"“"-"“-"=-¥/-"/-“"-//""-""=""/-°"= -"¥/=-°="-""/""=""-—"/7-"==-""="== N
I Patient; '
| |
|
| HADS, HADS, HADS, HADS,
I EORTC QOL EORTC QOL EORTC QOL EORTC QOL1
I C30, IPOS C30, IPOS C30, IPOS C30, IPOS |
: Assessment Assessment Assessment Assessment :
| |
| |
| |
| |
| | | | | | | | | | | | | | |
| | I I I I I I I I I I I | :
' Week 1 Week 3 Week 6 Week 12 :
|
| |
| |
| |
| |

HADS: Hospital Anxiety and Depression Scale
EORTC QOL C30: EORTC Quiality of LIfe Core-30

IPOS: cale - Patient ¥I%£Splpo?ect has received funding from the European Union’s Horizon 2020 research
Physi tep count, stress, Sp0O2, sleep andinnovation programme under grant agreement N° 857223
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Dublin

Recognition of data patterns associated with PROMSs for advanced cancer patients

Dynamic Input (3D tensor,n xd x T)

Static Input (array, n x m)

Xnite) | Xnyty) Xny(tr)
Kalto Xite) | Xty X1, (tr)
Xiyte) | Xty Xyt
Xng(to)
Xiglte) | Xiqlty) Xq(ty)

Ruiz, A. P., et al., Data Min. Knowl. Discov., 35(2), 401-449, 2021.
Spadon G,, et al., IEEE Trans. Pattern Anal. Mach. Intell., doi:10.1109/TPAMI.2021.3076155.

WO 1| TIEI [K(EEIP 2 (R
LiY,etal, B ’ T PP. -3

40,2018.

X1 X2 Xom |
><I2,1 XIZ,Z XIZ,m :
Xna X2 Xom |

June 20-23, 2022

Output (array, n x 3)

Yn(tweek3)

Yn(t\x/eek6)

Yn(t\x/eeklz)

Yl(t\x/eek3)

Yl(t\></eek6)

X: physiological parameters time series

X": HADS, EORTC QoL Core-30 (baseline), IPOS (baseline)

Y: EORTC QoL C30, IPOS
n: Number of patients

d: Number of dynamic variables

T: Time series length

m: Number of static features

7-215,2020. This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement N° 857223

Yl(tweeklz)
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rFr--—-"=-"=-"=-"=-"=-"=-"=-"=-"="=-"=-"="="=""="=-"="="="=-=-- !

RUC7,CYPRUS - PASYKAF ] oy o \f‘(“'y” Tve] !
Recognition of data patterns ixn2<to> bl - o] 0L Y“t“'>|i
associated with PROMs for advanced | Xt | x| - |Xattn i
cancer patients it :
: Xig(to) | Xiglty) Xiq(tr) !

: XI1,1 Xll,z XILm i

! X‘Z,l XIZ‘Z X‘z,m !

Option 1: ML/DL-based : :

—| multivariate time series 1 1

classification models : Xna | Xn2 Xom :

Yes e e - m - -

f - - - - T - = = == == === ===-===== B!

Dynamic and
Static Feature Data
Time Aggregation

Xalto) [ xer o) [ a6t

|
|
1
|
No . . !
Option 2: Multimodal | XLt | XLt N
| ML/DL-based multivariate dis Zope ) YHE)
time series classification 1 X alto)
models :
: Xiglto) | Xiy(ty)
G o o e o o e e - - J
f - - - - T - = = === =-=-=-=-==-===== !
1 |
1 |
1 X1 | X2 X'im YN YNy 1
Ruiz, A. P., et al, Data Min. Knowl. Discov., 35(2), 401-449, 2021, AN S VR R o violvaen| |
| ‘ ; ‘
|
|

Spadon G, et al., IEEE Trans. Pattern Anal. Mach. Intell., doi:
10.1109/TPAMI.2021.3076155. T " |
| ni n2 nm

Shaker EI- S 7-215,2020. This project'has recetvedfurdirig from the European Union’s Horizon 2020 research ST
LiY. etal, 340,2018. . _ _ _ _ andinnovation programme gn_d(_er_g[ant agreement N° 857223 )




Good Practices for Medical AI/ML-based OTWeek
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= Embracing guidelines for reporting (TRIPOD, TRIPOD-AI) and assessing the quality (PROBAST, PROBAST-
Al) of multivariate prediction models towards developing transparent, reproducible, and unbiased medical

Al/ML-based models. J/

= |[mplementing a rigorous model selection and testing procedure, inclusive of functional and non-functional
requirements, towards trustworthy medical Al/ML-based models.

= Adhering to MLOps principles as a significant step towards the fluent integration of Al/ML-based software

into medical decision support systems.
= Embracing SPIRIT-Aland CONSORT-AI statements in Al/ML-based interventions towards den@nstratin'g\

clinical effectiveness.

= Embracing ethics frameworks towards the clinical translation of medical Al/ML outcomes.

C

T This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement N° 857223
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Real world data acquisition API
Mrs. Pilar Sala - Mysphera
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Rhysical activity
IRBXC1,2,3,5,6,7)

SAMSUNG

Smartphone

-~

BIOASSIST

Compliant with '@

Active Watch (He}€

WEARABLE AND MEDICAL DEVICES

Sleep patterns
(RUC1,2,3,4,7)

BIOBEAT
Smartwatch

XThl

Blood pressure

(RUC1,2,3,4,5,7)
BIOBEAT
Smartwatch BIOASSIST
=¥ Patch Compliant with

IHealth, Beurer, Phillips,
Ascensia, MIR, Jumper

= MEDISANTE
%\ BP8oo

IHealth, Beurer, Phillips,
'Ascensia, MIR, Jumper [E
0 / ~

ODEENOEEES

This project has received funding from the European Union’s Horizon 2020 research
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WEARABLE AND MEDICAL DEVICES

\;(::ligtisr:‘ Sosition Glucose Parkinson sensor
Y Lo (RUC3) (RUC4)
{Lim,za) ’ !
BIOASSIST .
, , Univ.IOANNINA SENSE4CARE
Qompllant with N Continuous STAT-on
IHealth, Beurer, Phillips, lUCOSEe
Ascensia, MIR, Jumper ?nonitoring
system
MEDISANTE
. . , BP800
Ascensia, MIR, Jumper < BG800 LST-UPM

= Hoop
, - N Y Sensors
MEDISANTE & {§ag%\
D BC800 _— —

T This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement N° 857223
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APP FOR PATIENT 7/ CUSTOMER

BIOASSIST BIOBEAT SAMSUNG
Alerts, Notifications, Self-management Samsung health
Messages, Real-time monitoring.. Samsung ACTIVAGE

i deoconference,

(Home monitoring,
ervision and

A T . Emergency Trigger and
eillance, Serious e BN Lo Reducing Social

1] Q
This project has received funding from the European Union’s Horizon 2020 research
CHANGED and innovation programme under grant agreement N° 857223

LST-UPM

HOOP - self-
management and
rehabilitation of
Parkinson

00:55

'@
O ovement Trainings
[}
% ingerTapping Tests
@ Cognitive Tests
-~ "
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APP/DASHBOARD FOR PROFESSIONAL /7 INFORMAL CAREGIVERS

MYSPHERA ENGINEERING BIOASSIST BIOBEAT
fOCS solution, DMCoach (diabetes) Alerts, Notifications, Cardio-pulmonary
ap relatives, Personalized advices, Messages, supervision system
ashboard for patient management, ~ Yldeoconference, patient assessment, care-

fessionals. real-time parameters Supervision and plans, real-time parameters

o Surveillance, Serious TIPSR
_ti monitorin ' monitorin
al.tter.]e I Games, Affective 0
onitoring,

Services, Helpdesk,
Emergency Button,
Infotainment,
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LOGICAL VIEW

. Core Platform components

Al/ML Components
[l Data sources and devices

External/Pilot components

Flows managed by TMS

‘ ‘—) Files
Data
Device

@q Web APIs

fully connected
devices

— —
—
I
External
Raw Data Sources

GATEWAY
BLE / FHIR

WEB DATA

CONNECTORS

INTELLIGENT
MEDICAL DEVICE
CONNECTORS

Custom Data Model

MULTI ROBOT
CONNECTORS

PERSONAL HEALTH

GATEKEEPER APP

il

Smartphone

.

clalTIE[ [K[E[EIPIE|R!

BIG DATA
INFRASTRUCTURE

GATEKEEPER
DATA
FEDERATION
Server
(for EHR & PHR)

GK FHIR Profile
Compliant

FHIR Server

GK Resource

(]
=
(=)
c
[}
c
.0
e
o
g Profile

z
o
5
w
fa)
w
('8
E
fa)
o
L
o
w
w
X
w
5

Al Personalized Risk Home&Health
Detection & Assessment Activity Monitoring
Medical Based Al External
algorithms (T6.3) Al Services

Al Reasoning Framework

AUTHORING TOOL
FOR DASHBOARDS

External
Apps (e.g. Pilot Apps)

Web of Things

THING

MANAGEMENT
SYSTEM

APP MANAGEMET
PORTAL

LEARNING PORTAL
Thing

Directory

ADMIN PORTAL

CUSTOMER PORTAL

GATEKEEPER TRUST
AUTHORITY

GATEKEEPER WEB
ENVIRONMENT
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GATEKEEPER connectors are independent pieces of software that
allow the communication of device and/or external platform by |
iImplementing different communication patterns. ,J/

RESPONSE

DB I :
__________________ BATCH JOB
PROCESSING @

Thread, Bluetooth, Zigbee, RGID, NFC, etc.

ctuators, loT enabled devices, mesh networks

This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement N° 857223

REQUEST

CLIENT

[T T

APPLICATION




OTWeek

Intelligent care connector

Dublin June 20-23, 2022

“publish subscribe communication” pattern

Intelligent Connected Care

Service ICCS

FHIR REST API to push information from medical
devices with embedded SIM card connected to ICCS
to the Data Federation

T This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement N° 857223
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“request response” pattern

; Ny pM Collector
S ollllo sl -’ ﬁ

Healthcare Deployments

Thing Provider
provides an abstraction of this loT system to Web Thing "I | N\

web API collector - nearrealtime remote file collector - large quantities of c

data and historical data can be queried data in a specific format can be received and
digested

T This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement N° 857223
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“Asynchronous batch data upload” pattern

Web Data
- - == Collector

_——_——

——————5--

Healthcare Deployments

Based on ETL processes, allows uploading data from lega
systems, such EHR or proprietary applications that provides
export functionalities

T This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement N° 857223
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Smart IoT Gateway connector
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“Edge-based integration” pattern

~

~. [+

ﬁ
GK Platform ] I

Healthcare Deployments

connection of devices based on BLE into a physical gate y'
able to gather data from BLE layer to HTTP layer using FHIR™
format and with intrinsic security and Al edge capabilities

T This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement N° 857223
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Thank you!

Find more:

https://www.gatekeeper-project.eu/

iotweek.org
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Questions Giuseppe Fico Dublin June 20-23, 2022

Why have you used FHIR for modelling your domain?

Because it is the most promising technologies nowadays for addressing the y
fragmentation of the data in healthcare. It provides open documentation of ,,/
dataq, services and interactions and it is compliant with the FAIR principle.

How loT data and connector are managed in Gatekeeper?
Gatekeeper is deployed in a militarized zone and the services access is om
2

grant via VPN. Connectors and intelligent ioT devices need to provide a X
certificate released by the GTA in order to push data into the platform.

C

T This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement N° 857223
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= Question 1: Which are the main elements emphasized in guidelines related to the development and quality
assessment of medical Al prediction models? Most importantly, how these elements encourage and pave
the way towards the implementation of Al-based interventions by complementing related guidelines inEB/A
field, such as the CONSORT-AI?

= Question 2: Which aspects should be taken into consideration during real-world testing of both technical

and clinical performance of an Al prediction model service? h

= Question 3: Which are the core ethical principles of research that should be considered in the ML pipeline?

T This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement N° 857223
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