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Huawel Network Technology Laboratory (NTL)

A

In recent decades, network technologies have been changing the life style of human society in every aspect :
the world. Fromanalog switching, TDM and ATM, to {Enabled networksetworking technologies have
experienced four major technological leaps. How will network technologies keep evolving for a better connec
world in the future? That is a key question which is destineasaver inNet5.Q

Huawei has launched research on future network technologiedam@®14 which is currently positioned to be of
strategic importance for Huawei company. Accordinjlgtwork Technology Laboratory (NTL) fermally
established in 201fer this purpose, with the mission to accomplish a smasgtyworkingworld thatsupports global
reachability, altime connectivity, pervasive mobility, adaptive optimization and ubiquitous security

As a pivotal organization for innovative research on network technologies under Huawei Central Research In
NTLOS r es e arinteimet archikeetlge, data veater networks, mobile bearer networks, wireless core
networks, Internet of Thing$dT), enterprise networks, industrial Internet and beyond

NTL is now cordially inviting global talents to join us for building a better connected wWaidtbal Bases:

Shenzhen, Beijing, Nanjing, Hong KomgChina;Munich in GermanySan Josen USA,; Parisin France.
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IP 2020Protocol Stack
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INTRODUCTION

A Internet of Things (IoT): Things tend to get A 10T Evolution

connected anytime, anyplace, with anything and u Stage I:RFID and Variants (Tagged Things)
U Stage Il: Web of Things and Social (Web of) Things

U Stage lll: CloudloT, SocialloT, ICN-10T, and more

anyone.
U Global infrastructure
U Massive low power devices and intelligent things

U Vulnerable for various attackgt) Physical attacks; (2)

Simplified protocols; (3)oT DDoSin Oct. 2016. Stagelll
Stag el I _ C/ Cloud of Things
- SocialloT
6LOWPAN ICN-basedoT
CoAP/ICoRE SDN forloT
Stagel Web of Things Cloud inloT
|NTERNET RFID Social Networks Semantics and Ontology
Of THINGS EPC 3G/LTE-loT 5G-loT
NFC 6 é

SCADA
M2M
WSN/WSAN
é
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OUR PROPOSAL

A A solution for massiveloT authentication, using IBS with dynamic trusted zones in

ION framework.
U Global Reachability: ID Oriented Networking (ION) has been recently proposed to satisfy future ubiquitous
connectivity requirement by promoting persistent identities across heterogeneous entities (physical/virtual).
U MassiveloT Devices:Dynamically formulated Trusted Zones (TZs)for relationalloT terminals, social
trusted zone can reduce the complexity and suitable for mde3igkevices that are sensitive to computing and
storage consumption, when resources are constrained.

U Authentication: Identity Based Signature (IBS)
U Be able to utilize all types of identification information as public keys (e.g., email, IP address, phone

number) for signature and verification .
U Does not reply on heavily centralized Public Key Infrastructure (PKI) , significantly reduces the complex
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IBS-ENABLED AUTHENTICATION FOR IOT
--- Basics of ldentity Based Signature (IBS)

m A Brief introduction of IBS

U Any identification information of individual entities could be directly

Private Key Generator (PKG) adopted as public key

A lllustration of IBS Basics

U Alice obtains a Signing Key (SK), i.e., private key, associated with hel
ID information, from the Private Key Generator (PKG), i.e., IKMS.

SKAlice GPK
8 % 9

IDfIice GlPKg U Alice signs a message with Alic
: Signature ¥ ifi ice' ' ice's si
Alice Si?n g > Verify Bob U Bob as verifier uses Alice's ID to verify Alice's signature.
message A Merits of IBS
message . . . A~
U Bob does not require Alicebs ce
lllustration of IBS Basics U Significantly reduce the system complexity and cost

U SK and GPK can be preset, which enables the authentication to be fu

distributed and to be suitable flmT terminals.
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SYSTEM ARCHITECTURE OVERVIEW

Security A Security Management Center (SMC)

APP bl Smart cul Ith
Layer Wearables Spaces Agriculture | |Healthcare Management -
Center U..IDMS (IDentity Management System):
T issi ith APP Interface : " :
FEEEOR T FERACE IDMS <~ V Manage the identities of dbT devices

BP0 1D Oricnicd Networking (10N)
| ID Oriented Networking (ION o
Layer pented Networkang COM) V Handles ID registration, distribution, and-tased

Adaptation for Non-IP and IP for Reachability
Lhie g relationships.

] |
l:F_E’)) ©Bluetooth @ LoRa Twn
[ | |

~~
~~
~
~~
~~
~~o
~~as
~
~~

Device
IKMS <. : :
Lyer mmem (00 B00) & | SO ama | LRIl V Responsible for properly mapping IDs to locators
Supply Chain Shopping Smart Remolte Smallﬂt ({il‘}' Home Comtrol || T o
Management T Termina | Metering | Monioring U IKMS (IBS-based Key Management System):
IBS-enabledloT in ION Framework V Generate and distribute the private keys ofadlldevices.

A The ION-basedloT Networks
Device layer:A large number of heterogenedo3 terminals, with distinctoT connectivity technologies.

Network layer: Core of the architecture, while ID sldoyer is conceived for providing unique identifiers forlall nodes fo
eliminating underneath heterogeneity.

U Application layer: Provides a variety of useentricloT applications.
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Partition of Trusted Zones
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\

O slave node

Trusted Zone 2
(TZID ,)

lllustration of Trusted Zones

Trusted Zone 1
(TZID ,)

Trusted Zone, 128bitID  Master Node(s),128bit ID Slave Node(s)128bit ID

Trusted Zond Master Noded, MID , SlaveNodea, SID,

TZID, SlaveNodeb, SID,
SlaveNodec, SID,
SlaveNoded, SIDy
SlaveNodeeg, SID,

Master NodeB, MID g

Master NodeC, MID

Trusted Zon& Master NodeX, MID SlaveNodey, SID,
TZID, SlaveNodew, SID,,
Master NodeY, MID SlaveNodex, SID,
SlaveNodey, SID,
SlaveNodez, SID,

Master NodeZ, MID ,
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A SocialloT (SloT): In terms of social relationships, soméoT
terminals can be linked in advance to dynamically form a

trusted zone[Ref: ]

OOR: 10T nodes belong to the same owner. E.g., sensors and device
in a smart home.

C-WOR: loT terminals in cework relationship. E.g., farming sensors
are used for actuating irrigation behaviors.

SOR: IoT devices behave like humans and form a socialized
community of things in autonomy. E.g., A close friendship of two
persons can lead to socialized relationship of their respectively owned

devices.
sam
,/
) o |
o i~ i -
“ ’
x A ’
AN 52 J
4 » « VvV
-
.-‘ € > '
€==> €=-=> i > —>

Co-local Parental Social
Co-work

Co-owenership

A Two kinds of nodes in a trusted zone

Master node Nodes with relatively better resources.

Slave node Nodes with less computing and storage capabilities.
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Initialization and Setup with Dynamic TZ of IBS-enabled
Authentication for IoT Nodes

Step 1:
Initialization

Step 2:
Private Key
Generation

Step 3:
ID/Locator
Mapping

ILMS

of TZID with Membegrs

Slave Nod¢ |Master Node IDMS IKMS
( B Registration of Node IDs
« TZ and MS
Registration of TYZI
9 A >
4 . . ,
_ Slave uses ID as public key fgr private key gerjeration
Master uses ID fpr private key ggneration
k ) Ll
4 _ Locator Setu o
< Synchronization
. IDyLocator Mapping for Slave
\ ID/Locatpr Mapping for Master

Y

\ 4

Sequence of Initialization and Setup with Dynamic TZ

HUAWEI TECHNOLOGIES CO., LTD.

A Step 1: Initialization
U Step 1.1: Each node register ID to IDMS
U Step 1.2: Constitution of TZ and Master Selection (MS)
U Step 1.3: Master node register TZID and inner relationship to IDN
A Step 2: Private Key Generation
U IKMS use IDs as public keys to generate private keys and distrib
to nodes
A Step 3: ID/Locator Mapping
U Step 3.1: Configure local locators for slave nodes.
U Step 3.2: Set a global locator for each slave, which is simply the
global locator of its master.
U Step 3.3: A synchronization of TZID with its all member IDs, i.e.,
MIDs and SIDs and their instant relationships, is then carried out
between IDMS and ILMS.

U Step 3.4: The global locators for slave and master are registered

ILMS for potential queries by other corresponding nodes

V2 Huawer
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Initialization and Setup with Dynamic TZ of IBS-enabled
Authentication for loT Nodes

ILMS

Step 1:
Initialization

Step 2:
Private Key
Generation

Step 3:
ID/Locato
r Mapping

Step 4.
TZID with
Dynamic
Members

ernation

ngration

of TZID with Membegrs

>
>

aster

>
>

TZ Members Chs

NUdate Membe

Slave Node |Master Node IDMS IKMS
( ) Registration of Node IDs
§ TZ and MS§
Registration of TEI
9 <& >
4 . .
_ Slave uses ID as public key fgr private key ger,
Master uses ID fpr private key ge
L < >
4 _ Locator Setu o
< Synchronization
. IDyLocator Mapping for Slave
ID/Locatpr Mapping for M
\ <
(

rs

N\

1D

ynchronization

of TZID with qunb rs

/Locator Mapping for Updated Sl

Ve

>
>

A

ID/Locat

br Mapping for U

pdated Master _

A

Sequence of Initialization and Setup with Dynamic TZ
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A Step 4: TZID with Dynamic Members

U Dynamics of changing membership in TZs. Once
member changing event happens, relevant mem
changes are updated to IDMS and propagated tc
ILMS as soon as possible. Since TZID remains
constant all the time at both IDMS and ILMS, our
proposal could bring constant grotgachability

E Collectively, allloT devices have unique IDs, and their
relational structure inside a TZ is properly managed by IDMS
and mapped into ILMS.

E EachloT node now has its ID as public key, a generated
private key based on IBS, and two locators for addressing, wi|
paves the way for the following intgone communications.

V2 Huawer
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Inter -Zone Communications between Slave Nodes

Src Slave Src Master IDMS ILMS Dst Master Dst Slave
Node (SSN) Node (SMN) Node (DMN) Node (DSN)
| ni tiate Jcommunications b | Ds (i .|]e. , Sl avile$h ..
_ _ _) _ _ ’ Effects of Cache
Step 1 | Query and cache Jbased relationship (i.e., MID of DMN| with TZID)
Initiation and .
ID/Locator Query Query and cache L_ocator o| f DMNOG s
Return Locator
Step 2:

Authentication

Step 3:
Communications

IBS-based authenﬂication and commwnications key agre e}nent

|

BilateralI communications fgr data exchangeI

A Step 1: Initiation and ID/Locator Query

.
;
;
;

i

A  Step 3: Bilateral communication

i

Seqguence of IntefZone Communications

E Member relationships
synchronization (fully/partially)

among masters

E Eventtriggered updating

rusted Zone

(TZID,)

E ZoneZone authentication for

reduced complexity

Step 1.1: Source Slave Node (SSN) initiates a communication with Destination Slave Node (DSN), via using their respifaging ide, SIDs of SSN and DSN.
Step 1.2: SMN queries IDMS for the diiased relational information about Destination Master Node (DMN) and Slave Node (DSN).

Step

1. 3: SMN

further

Step 1.4: SMN returns locator of DMN to SSN.
A  Step 2: Authentication:

queries

t he |

ocator

of

DMN

from

LMS, us.i

IBS-based authentication between SMN and DMN, and also negotiates a security key for further communications between teotles$onidsion.

HUAWEI TECHNOLOGIES CO., LTD.
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Bilateral data exchange between two TZs, which can happen between two slaver ietesen slave and master, or between master and master.
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Dual Authentication

A dual authentication process is elaborated to fulfill an additional requirement, i.e.,
some devices may demandlagher level security by mutual authentication.

2UseAbs private

key to sign Send
messagé SrcMaster

ko B‘

A Slave nodé is a device requiring a higher level security. It thus
3UseAbs public

and generaté—NOdeA
a signaturé)

A
Y]
0

2
5
o5

Src Slave Nod|e
a

1,Usead private key to

DstMaster | kev o vetriij simultaneously authenticates master nAdad slave noda.
NodeB and getsi . . - .
U Step 1, slave nodesigns message with its private key to generate
\02¢
% signaturel, then node senddl to its master nodA.
5

s U Step 2, master nodeuses its private key to signand generates
another signature Then,A senddJto master nod8.

Dst Slave Nod

b F U Step 3, master nodeusesA's public key (i.e.A's ID) to verify

4,Useab public key

sigh message and to verify {i. signhature messadésent byA, and forwards inner messag#o slave
generate a signatute
121312 nodeb.
Dual Authentication for Masters and Slaves U Step 4, slave nodeuses nodab public key (i.e.ad ), to

HUAWEI TECHNOLOGIES CO., LTD.

authenticate its identity.

- Similarly, node a can also authenticate nodé in a reverse manner.
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VERTICAL SCENARIOS

Smart Home Intelligent Medical Care

expert ]
3 2« CIS/UIS/PAC

portable device&

(4 )

= blood analyzer blood glucose analyzer
weight meter

K Intelligent medical equipment J

mobile |Wearable device gas transducer  movement detector
device 0 i doortrip b
: : - communlty SIRISICAD
------------------- “* Jire detector . HRIS-1000 . hospital | central hospital
v ’? X
. ~
1)
household . 3
L %2 s / S fb
'i 2 -“Internet o Y
. blood pressure meter * 4 . \
=i -
Internet danger button 0 O | i i - ]
' IJs Sue—e % @ Internet
N . 4
v ¢ 3 ’ '
remote :'I.lllll-l llllllll .: \ (u " Vv i 2 h 2 m a
:E "- & o S ] PE UFH = health management
control : * Nair-conditioni \ » latf
", phone computgy? ~ > B | # \patorm __/
’ \ > : »
; \ \ .'Q../

',, dome Camera
camera |
1

9 WII

video tape recorder infrared generator*

Secure communications between distinct devices (or groups)Secure communication between a variety of medical

iIn smart home, and remote devices (or groups) in mobility  sensing devices (or groups), and remote devices (or
(e.qg., personal car). groups) in intelligent medical care system.
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CROSSDOMAIN SCENARIO: SMART CITY

SRS - L I 1), (57

Smart Public Smart Buildings Smart Data

Smart Energy

; Smart Collaboration
Services

Center

Smart Grid EV Charging . )
} :Ef” gt asset Infrastructure & Elna;,tggy‘ Network Public Safety g;:;f::te W Eg:;'::"st Data
) 8.7 > Video
7 Smaftgerieraton Superyision Performance Surveillance Buildings Mgt _ _
> Demand side mgt Services Planning & Design
= Utility Services
Traffic Mgt
) ) > City Traffic
Mikioid ot Watr SmartStrest Lo
Distribution maitouser performance e )
Optimization & > Streetlighting Buildings Prefabricated Solutionimplementation
0 s Tunnel Loss Mgt Data Centers
District ) Management
heating/cooling
Mgt
Tolling . )
Management italr';a\zate' Mgt Flexible Operation & Optimization
Gas Distribution Flooding Buildings
Mgt
. Rail Mat Infrastructure
ailway Mg Mgt Enabled
Services Business modelsand
. . financing
Shore connection Rirsort: Solutions Irtigation Mgt EfficientHomes

b City-wide Platforms
> Energy & Sustainability Resource mgt

) Cross domainsapplication
N> Weather

> Urban Efficiency Platform
¥ > District Energy Mgt Information System

y > GIsS
> Asset mgt

Cross-domain interconnection for heterogeneous communications between vertical groups
in smart city (Traffic with Energy) demands securely trusted communications.
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FEASIBILITY ANALYSIS: COMPUTATIONAL COST

Signature

IETF-ECC-IBS (curve25519)

ISO-ECC-IBS (curve25519)
ECC- Elliptic Curve Cryptography

ISO-Pairing-IBS (BN Pairing)

Verification

IETF-ECC-IBS (curve25519)
ISO-ECC-IBS (curve25519)
ISO-Pairing-IBS (BN Pairing)

TABLE - Computing Time for 128-bit IBS Signature and Verification.

Cortex-MO(+)
(48MHz)

80ms

Offline: 30ms
Online: 15ms

669ms

Cortex-MO(+)
(48MHz)

225ms
224ms
2324ms

HUAWEI TECHNOLOGIES CO., LTD.

Cortex-M3
(96MHZ)

40ms

Offline: 15ms
Online: 8ms

335ms

Cortex-M3
(96MHZ)

113ms
112ms
1162ms

Mobile Phone
(Cortex-A9, 1200MHz)

3.2ms

Offline: 1.2ms
Online: 0.6ms

26.8ms

Mobile Phone

~ (Cortex-A9, 1200MHz)

9.04ms
8.96ms
92.96ms

A Cortex-MO(+): Targeted for lowresourcdoT
terminals, such asw-power Bluetooth,
Ultraviolet (UV) sensor, livestock acid sensor,
smart locketc.

A Contex-M3: Used for lowmiddle resourcdoT
terminals, such asmart bracelet, smart necklace.
smart watcletc.

A Contex-A9: For highresource terminals, such as

mobile phonege.qg.,iPhong andtablets

Cortex-M0O(+) and ContexM3: Mainly used by slave nodes, without authentication calculation or with a limited
chance of implementing IBBased authentication.
Contex-A9 and more powerful onesCan be used for master nodes.

Conclusion Feasiblefor occasional IBSased authentications of Low and Middle Poledr Terminals, and not an
- obstacle for High Power Devices.

page 17 2 Huawer



FEASIBILITY ANALYSIS: STORAGE & T RANSMISSION COST

TZID MID Locator SID Sum ZigBee (IEEE 802.15.4) Bluetooth
Slave NOde 1 128b|t$ 128bItS 128bItS 128bItS 64by1.'eS USsS (908MHz) UE (860MHz) US/UE (2.4GHz) Ver. 4.0 Ver. 4.2
é é é é é é Slave Data Rate A0kbps 20kbps 250kbps 270kbps 800kbps
Slave Node 200 128bits 128bits  128bits 128bits 64bytes Master Data Rate  7.81Mbps 3.90Mbps 48.83Mbps 52.73Mbps  156.25Mbps

Master Node 3.13KB 3.13KB 3.13KB  3.13KB 12.5KB

TABLE - Additional Storage for Slave and Master Node. TABLE - Embodiment of Extreme Data Rates for Master Node.

In a typicalloT scenario, as in smart home or vehicular system, withd  With the assumption 6i00 slave nodem one trusted zone, an extreme

single master, the peripheral size usually in the scale of tens of nodes. Pandwidth requirement is summarized above, for a single master,
considering two typicdloT enabling technologies (i.&ZjgBeeand

>

A We assume one trusted zone B&8 slave node®ach slave node is

assumed to maintain one session. Bluetooth).
A Cost is increased accordingly, if more nodes are deployed.
Slave Node Should additionally storé4 bytesof the corresponding Conclusiorn There may exist multiple masters for load balance, and
information. loT nodes with constrained resources are in power saving mode in mos

Master Node Should additionally have information of abdi#.5K | of the time (>95%) , the transmission burden on master nodes is also
bytes for storage in a specific Tdax) feasible, when they adopt primary networking capabilities FiVi
Conclusiorn The added cost on storagaisceptablefor slave and 3G/LTE, or Wired Networking). In addition, buffer can be used as well.
master nodes.
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CONCLUSION AND FUTURE WORK

A Merits of Our Proposal in Summary

i

Simplified Secure Authenticationn UnderlON framework applying globallyunique IDof 10T devices, as public keys ftBS-based authentication
greatly reduced the complexity of utilizing PKased certificates. This type of authentication also significantly enhancesctivé@y ofloT, in

addition to existing pairing methods in link layer.
Socialized Featureof 0T devices is fully exploited, whildynamic trusted zonese formulated through unique IDs.
V Each zone maintains tlsecial relationshipf the masters and slaves inside, apdateghe relationshipn-demand
V Via IDMS, this relational feature facilitates the authentication between anptwaodes, especially in the case of multiple masters avétibility propagation

V With the introduced TZID, &lational groupof 10T devices is persistently available, which is desirable for many use cases such as smart bbiditigcare and
vehicular systems.
loT Mobility:The i ntroduced masterds and sl aveds | Ds can be direamg, | vy u-c

which fully supportdoT mobility.
Heterogeneity Inclusion For practical data exchange, local and global locators are maintained (cached) by master nodes and the mapping from

to global locators is in ILMS. This configuration eliminates the heterogenelibf efnablers.

A Future Work

"
"
"
.

Due to lack of largescale field tests, we would further explore the actual effects onsaaje deployment.

The optimized master selection algorithm should be further designed as well.

Dynamic node changes should also be modeled witheomand update for IDMS.

The overall architecture needs a generic network mapping system, i.e., ILMS, and its performance could be a new bdtignschkle

implementation, which is worthy of more exploratigikef: ]
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Security and Encrypted Traffic in Higher and Higher Demanc

60
&>
I 50%
z —Top 100 sites Youl[TD_—
o 40
=
E 30 Y 2014: Gmail is encrypted
XL @ 2014: YouTube traffic is encrypted
o 20
=
v
i 10 A Internet traffic encryption are implemented and provided by Google,
9 FB, Twitter, Yahoo and Snapchat, which accounts for 45 -50%
'_g 0 : : : | | : : | (source from VDF, Mozilla)
@
= SR B I RN TR A Content providers are increasingly planning to provide encryption for
Q}'\' N Q‘\' N Q‘\' ) ()'\’ N their traffic, for example, Netflix and BBC are testing their networks
v v & v ! g
Q ’ZS\ %{\ ?:S\ or encryption
N N N N

Data sourced from hitparchive.org. Top 100 and million sites as ranked by Alexa

Encrypted traffic is growing at a faster pace after 2011
Now it accounts for 45 -50% of the total Internet traffic, and it continues to grow
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Next GenerationlP Intrinsic Security Architecture

Encryption Architecture

ID Mobility
Security

Seamless handover identity -
based authentication

Trust ID Secure
Management Communication

Key point:  Constructing next generation IP authentication
and encryption architecture based on identity

Net Element ID
Management Center
. Identity -based next
ID security level generation IP protocol

management Mobility

End to end encryption based on
identity during mobile handover
procedure

Security
ID -based Network Key Revocation
. element securit Management
Security Management of enhancememy 9
Open Mobility Platform ID -Based trusted
domains management
Secure communication
Unified authentication management mechanism Key management
on open IP mobility platform based on ID
1 t
Key Generation communication
Center based on ID
“ 3 Trusted
Network
Trust
. . . . . . Management
Next Generation IP Intrinsic Security Architecture Based on Identity

Key point: Constructing trusted network based on Identity
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INTRODUCTION

Requirement 1:

A With theloT evolution, socializedbT andcloudifiedloT Elobalieachabiin

require complete interoperations ayidbally unified loT communications l for all types of [oT
devices

A And, 10T security is a particular concern.
A Authentication is one major problem Requirement 2:

A Currently, the belowwo Types of Authenticationmechanisms can not - ?ffﬂzzsi?eergggitﬁgg

satisfy massivéoT devices, especially with constrained resources. constrainedloT
devices

U Symmetric key authentication:frequent communications, and large storage
U Asymmetric key authentication: based on traditional Public Key Cryptosystem
(PKC), which could be too complex faT

HUAWEI TECHNOLOGIES CO., LTD. Pl 22 @@ HUAWEI



IDMS: An Example of ID Format

A One specific illustration of IBS-based ID Format
u ID tag : 4 bits, shows the version;
U Administration Domain (AD) ID: 60 bits ,handles different

domains in customized granularity;

a. Embodiment of IBSbased ID Format. ) _ _ _ -
U Local Host ID: 64 bits, may directly adopt the local identifiers
or addresses usedlml verticals or indirectly use after a

translation or padding.

A Example of IBS-based ID
U The first 4bit A shows ID tag, the following 60 bits specify the
corresponding domain IDs, and the last 64 bits contains a local

b. Example of IBSbased ID. ID such as a locdbT address of 00:50:C2:77:10:00.

HUAWEI TECHNOLOGIES CO., LTD. Rl 2 Q@ HUAWEI



