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IEEE ComSoc

Emerging Technologies Chapter
Sub-Committee Internet of Things loT Experimentation

Silicomrepublic

25 key people influencing the
internet of things

by John Kennedy

Irish and Ireland-based leaders, scientists and
technologists are putting the country on the global map
in terms of the internet of things (1oT) revolution.

NIST GCTC Smart Cities Project, Technical Coordinator, USA
R+D+| Advisor, Dew Mobility, Fremont, Ca USA

Santa Clara University Lecturer, Silicon Valley, USA
2014

Industry

Dr. Martin Serrano

loT & Stream Processing Unit Head
Chair IEEE ComSoC loT Experientation
OASC Board Member, Ireland

loT Scientific Director, Galway, Ireland
NUIG-National University of Ireland
Irish Software Association

Software Industry Awards outstanding

Academic Achievement Nominee, Ireland
Industry

NATIONAL Panasonic
Kumamoto, Japan
Design Engineer Supervisor, AKME-BC

PAONRS

Research Excellence

President's Award Nominee SFI-NUIG,
Ireland

California State University

Lecturer, San Luis Obispo (CalPoly), USA

MIT-loT Hackaton
loT Best Industry Solution
loT Media Lab, Cambridge, Ma. U.S.A

2013

WIT-Waterford Institute of Technology
Cloud Computing & Semantics
Researcher, Ireland
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Big Data and |oT

...Big Data
How big Is Big Data?
Production of Big Data 4

loT Big Data for Healthcare...

Conclusions




Big Data

Big Data & Analytics
Big Data is not ’just’ data, there are a few new considerations
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Data at Data in Data in Data in
Rest Motion Many Forms Doubt
Terabytes to Streaming data, Structred, Uncertainty due 10

exabyies of milkseconds © unstructured , 1ex1, data inconsistency
exsingdata to seconds 10 mulSmedia & incompleteness,
process respond ambigusties, ialency,
deception, modeal
Approxamations

‘Big data’ is defined by IBM as any data that

cannot be captured, managed and/or processed

using traditional data management

components and techniques

22014 BMCoparation



loT: One Paradigm, Different Visions

***MSerrano 2015 “FIESTA-loT”

Business
Models

Federation

SW Platforms
loT Ecosystems

“Semanticbriented
visions



Internet usage growth vs Data Production

Device Data production in the world
+11% Y/Y = Mobile @ 3 Hours / Day per User vs. <1 Five Years Ago, USA (Number of Sensor/Devices in Millions)

Time Spent per Adult User per Day with Digital Media, USA,
2008 - 2015YTD
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How Big Is Big Data?

The units for measuring Big Data

“The amount of data stored in the U.S. in 2010...
about 3,500 Petabytes is equal to the big data storage for all the rest of the world combined.” (A petabyte is 1 million gigabytes)

Sensing as a Service and Big Data,” Arkady Zaslavsky, Charith Perera, and Dimitrios Georgakopoulos, Research School of Computer Science at The Australian National University.

Information from the Internet of Things:
We havegone beyond the decimal system

Today data scientistuses = 01" to describe how
much government data the NSA or FBl have on people
altogether.

In the near future, Brontobyte will be the measurement
to describe the type of sensor data that will be generated
from the loT (Internet of Things)

® Brontobyte
This will be our digital
universe tomorrow...

Yottabyte @

This is our digital universe today

¢ autriniion of

@ Zettabyte

1.3 2B of network traffic
by 2016

1 Petabyte = 1 000 000 000 000 000 bytes Exabyte @

—_ it data & created on the internet each day = millio worth of nfermation. P >
1 Terabyte - 1 OOO 000 000 000 bytes ‘E?rce pc;ntx?asec esaq:in lfnelee:?;tl:y:;eho::ow'ﬁ ;g:e-g‘r?; an E!;oilaltaa neqr gay q ® eE?sE;,yltMeq, Hadron Collidet
1 Gigabyte = 1 000 000 000 bytes chediatias

1 Megabyte = 1 000 000 bytes o G © Goabyre




Big Data Readers
1 TERA byte = 1,000 gigabytes

Word Document Pages —:
85,899,345 pages of Word documents would fill one terabyte r reuc

Book title Author Edition/publisher
A la recherche du temps perdu  Marcel Proust Gallimard (Collection Folio edition, 1988-1990) 3,031 ¢

volumes
Page size Word count Language Notes
7.0 inches (17.8 cm) x 5.0 inches (12.7 cm) 1,267,069 French Guinness World Recor

Longest Novel.

85,899,345 pages / 3031 pages = 28340.26 Guinness novels can be stored

A long book of 1214 pages which means it could archive about 70,757 similar size books.
It can read in Two months, So the entire library may take 141,514 months or 11,792 years.

“If a human read one book per week during 100 years would end reading only 5200 books”

OE Gaillimh
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https://en.wikipedia.org/wiki/In_Search_of_Lost_Time
https://en.wikipedia.org/wiki/Gallimard
https://en.wikipedia.org/wiki/Guinness_World_Record

Big Data Listeners and Watchers
1 TERA byte = 1,000 gigabytes

Music Files
Assuming that an average song takes up five megabytes,
one terabyte could fit approximately 200,000 songs or 17,000 hours of music.

60min / 3 min average song = 20 Songs / hour then
24 hours = 480 songs a day,
480 songs x 365 Days = 175,200 Songs
“Assuming a human non-stop listening songs today 1T = 1+ year Continuously”

Movies
You could fit approximately 500 hours worth of movies on one terabyte.
Assuming each movie is roughly 100 minutes long, that would be about 300 movies.

Movie
Collection

OE Gaillimh
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Big Data Image Addicts (Selfies)
1 TERA byte = 1,000 gigabytes

Pictures
Depends on the compression format in one terabyte:

Compressed JPEG
(is the most common file format for consumer cameras.)

5MP 1.5 megabytes 500 000 Photos (Approximately)
22MP 6.6 megabytes 150 000 Photos (Approximately)

“If a human takes a selfie at every awake hour (16 Selfies / day) at SMP a terabyte can store 85 years of selfies”
Uncompressed RAW
5MP 15.0 megabytes 60 000 Photos (Approximately)
22MP  66.0 megabytes 15 000 photos (Approximately)

“If a human takes a selfie everyday at 5MP a terabyte can store 164 years of selfies”

Insight

OE Gaillimh
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Data Production In the Internet

FACEBOOK-S NETFLIX

HADOOP CLUSTER
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Who Is producing the Big Data?

I18ig Datals Only
oo L o0 0 T o Gettin 2 B] 22l

per day per day in the world created
in last two years

7 BILLION $3.7 TRILLION '
MobilLeudszwces transagtions 25 QU'NT".L'ON E § GRDWTH IN THE BIG
per day bytes data created !
= £ | DATA MARKET
11 BILLION

75 MILLION
Posts to
Instagram per day

PO12

internet-connected

In 2048 In 2015

90% of the data in the world $3 2 $1S,Q
today was created within the | 7
1 BILLION BILLION

last two years

eWEEK
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Insig ht DCU i KOS

University College Cark, Ireland
ldiste na hOllscoile Corcaigh



Big Data Figures

57.6% OF ORGANIZATIONS
SURVEYED SAY THAT BIG
DATA IS A CHALLENGE

72.7% CONSIDER
DRIVING OPERATIONAL
EFFICIENCIES TO BE THE
BIGGEST BENEFIT OF A
BIG DATA STRATEGY

50% SAY THAT BIG DATA
HELPS IN BETTER MEETING
CONSUMER DEMAND AND
FACILITATING GROWTH

Visuakzation: Seventhinc

9

The “three V's”, i.e the Volume, Variety and Velocity
of the data coming in is what creates the challenge.

O case sruWre

Fmﬂ ¥
A t of
>3,500 >2,000 Big Data”
NORTH kit
g™ EUROPE . 950 aoross the
CHINA world (in
& petabytes)
° >400
>200 ;50 JAPAN
J MIDDLE INDIA
>50 EAST
LATIN
AMERICA

$400 billion is
e potential
annual value
to Healthcare

TRANSPARENCY IN
CLINICAL DATA AND
CLINICAL DECISION
SUPPORT

AGGREGATION OF
PATIENT RECORDS,
ONLINE PLATFORMS
AND COMMUNITIES

$165B

CLINICAL

$9B $5B
PUBLIC BUSINESS
HEALTH MODEL

PUBLIC HEALTH

|
| |
' | ‘ You SURVEILLANCE 7B RESEARCH AND
! - | | M AND RESPONSE AsC4(;0UNTS DEVELOPMENT;
\ PEOPLE TO ‘ ‘ ‘ ‘ SYSTEMS PRSI0
PEOPLE MACHINE © MACHINE ‘ ‘ \ CLINIGAL TRIAL
‘ TO PEOPLE ARCHIVES, MEDICAL ' TO MACHINE j 2-9 ‘ 20 1 50 i b DESIGN
| NETZENs,vRTUAL | DEVICES.DIGTALTV. | sencops Gps DEVICES MILLION | HOURS | o /10N PERFORMANCE
| COMMUNITIES, E-COMMERCE, SMART | BAR CODE SCANNERS, | EMAILS | OFVIDEO BASED DRUG
SOCIAL NETWORKS, | CARDS, BANK CARDS, | SURVEILLANCE CAMERAS, | SENT EVERY | UPLOADED | TWEETS RICING
WEB LOGS... COMPUTERS, MOBILES... | SCIENTIFICRESEARCH.. | SECOND | EVERYMIN | PER DAY
: @ VALUE ¢ =
: 40% 5%
: PRODUCTIVITY INCREASE SALES INCREASE PROJECTED PROJECTED
RETAIL @) $9.68 GROWTH GROWTH
IN GLOBAL IN GLOBAL IT
CONSULTING @B $5.0B DATA CREATED SPENDING
PER YEAR PER YEAR
AIR TRANSPORTATION ¢
CONSTRUCTION il . : o : . .
The estimated size of the digital universe in 2011 was
FOOD PRODUCTS = 1.8 zettabytes. It is predicted that between 2009 and
2020, this will grow 44 fold to 35 zettabytes per year.
STEEL QO A well defined data management strategy is essential

AUTOMOBILE e/

INDUSTRIAL INSTRUMENTS (b
pusLisHiNG [l
TELECOMMUNICATIONS ‘&

to successfully utilize Big Data.

Sources - @ i Big Data - Wipro
Competition and Productivity - McKinsey i
the Bussiness Impacts of Effective Data - study by University of Texas, Austin @ US Department of Labour.

@ big Data: The Next Frontier for imnovation,

DO BUSINESS BETTER WIPRO

NYSEAWIT 1 OVER 130,000 EMPLOYEES | 54 COUNTRIES | CONSULTING | SYSTEM INTEGRATION | OUTSOURCING Applying Thought

.- DATANEVERSLEEPS20 |

‘ How Much Data is Generated Every Minute?

26,380

REVIEWS.

THE GLOBAL INTERNET POPULATION GREW
14.3% FROM 2011-2013 AND
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(

SOURCES:

347,222
PHOTOS.




ACTIVAGE CONTEXT

Environments for well

SILVER
SOCIETY

(SILVER ECONOMY)

v

.. ACTIVE and HEALTHY
AGEING (AHA)
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ACTIVAGE Project in FIGURES
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ACTIVAGE USE C

4. Emergency Trigger

S

9. Support for
Transportation & Mobility

8. Safety, Comfort &

o i Assistive Transport &
atety at Home technologies QIelIIIAAS 3, Monitoring Assisted
Environmental Factors Persons OutSide home
‘ w -1 1. Daily Activity
7. Prevention of Behaviours ~ Monitoring

Social Isolation

Individual factors

_ 6. Cognitive stimulation
Disease Age-related
2. Integrated Care management changes

5. Activity Promotion
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ACTIVAGE Living Lab Solution
loT-enabled Vital Signs Monitoring Services (Example 1)

Data Data Data Data Data
Project G Qualit SeifAudit Project Project
rojec overnance uali rojec rojec
. .J : 1 2 ¢ Process J . 5 J 6
Initiation Process Process Completion Access
“How would you be interested in om
— ) g rand you trust, =)

Wristband
Activity Track

Deliveredby VITAL

Sleep Quality - G Wwwvitalioteu
Wristband Remote Monitoring
Blood Pressure Insight Living Lab
Wristband Supported by

Oxigen Sensor

- ACT(gVAGE

Weight Control
Balance
Chestband
BPM
Wristband
GPS Tracker
UV Ray
Indicator

Poweredby \WVITAL

4 www.vital-iot.eu

! === ‘
OPENIoT ;25
T

www.openiot.eu




ACTIVAGE KIOSK Solution
Devices, Application and Technology (Example 2)

A FAMILY OF PRODUCTS TO HE[_P YOU STAY HEALTHY

Empower yourself with our ecosystem to reach your health goals and live a better life.

Wristband Wristband
Activity Track Oxigen Sensor
Sleep Quality

~
_ Weight Control
Wristband Balance

Blood Pressure

Insighte DCU



ACTIVAGE loT Data Technology Challenges

To have a “Dynamic Knowledge Network”, based on:
— Data Exchange between Deployment Sites.

— |loT Data-enabled communication between Stakeholders.
— Real Time Big Data Analytics “Stream Processing”

 To provide |IoT Data insights to the main stakeholders of Silver
Society and AHA communities with appropriate data.

» To define new business models based on loT Data usability and

with real impact on Innovating European AHA and loT data
available services.

Insight'e DCU



Data / Cloud / Stream / loT Data Research Timeline

Sofware Network Cloud Applications Edge Multi-Domain
Services Services Virtualization Economy Computing Transition
Static Data Query Data Stream Dynamic Deep Learning
Analysis Acquisition Processing Data Analysis and Al
ar
- N i

Cloud
Processing

Virtualization Cloud Storage Edge

Processing

Edge
Processing

Computing




Data Security Pyramid

Information Assurance:

) Key storage using Physically Unclonable Function (PUF)
éb‘ Advanced Crypto Accelerators
QQ Security Licensed Patent Protected DPAResistance Pass through License

Anti-Tamper: Secure Bitstream, Tamper Detection, I OT
Active Mesh, No Copying. Cloning, or Reverse Engineering

Design Security
DPA BJAYPA

Trust: Licensed Patent Protected DPA

Resistance, NIST Certified Crypt -
Secure Hardware At?cs::llear::;s, Secur: Slt::ply gﬁa?n & S EC U R ITY

loT
PLATFORM SECURITY

loT
HARDWARE SECURITY

Insight

DCU
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Big Data & 10T Clusters Security

PRIVACY
Encryption

23

ACCESS
CONTROL




Cluster Security In De

PRIVACY

SECURITY




Security, Privacy and Trust Models

* Secure, Trustworthy and Privacy Friendly Interactions
— Security and trustworthiness protocols
— Implement security mechanisms at EU research level (Opinion, VITAL, FIESTA)
— Secure service requests and interactions

 Main Results
- Investigated existing security frameworks and protocols
- Centralized authentication and authorization framework
- Implementation of CAS for OpenloT
- Integration of CAS with LSM storage

- Security client APl and tag libraries for integration

Insighte DCU
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Trust Cross Domain Terminology Insight

Centralized

Behaviour-
Based

Certificate-

Based

I
iy

e ENTERPRISE i e cwsuctust runas
i Programmes 2007 - 2013
|’
and the European Union

Insight Centre for Data Analytics
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Security Cross Domain Terminology Insight

SECURITY
Availability

24

Accessibility

—
T

Insight Centre for Data Analytics

S ENTERPRISE i e cwsuctust runas
| Programmes 2007 - 2013
|
IRELAND Y co-funded by the utsh Government

and the European U
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Privacy Cross Domain Terminology

PRIVACY

Route

P

IRELAND

nnnnnnnnnnnnnnnnnnnnnnnnnnn
nnnnnnnnnnnnnnnnnnnnnnnn

S ENTERPRISE i e cwsuctust runas
| Programmes 2007 - 2013
|
p Co-funded by the Irish Government
and the European U

1T

Insight Centre for Data Analytics

-
Insight
www.insight-centre.org
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Authentication Algorithm Diagram

OpenloT Security Architecture with CAS — OAuth 2.0 Protocol

: Client | | :User Agent _ Resource Owner : Authorization Server
' ' ' i  Centralized Authentication Server
CAS for all OpenloT applications

A): A) Client Identiﬁ:er and Redirection URI:

B): ! B) User authenticates:

= -
1 >
I

C) Authentication Cd'de:

e

-
7

» Based on open standard
framework for authorization
OAuth

€}

v
e

D) Authorizati'on Code and Redirection URI:

» Applications not burdened with

E) Access Token (with Optional Refresh Token): credentials handling

e e B S

* Role and permission
authorization managed by CAS

OAuth 2.0 abstract authentication and authorization flow
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Internet of Things Stack Insight

Business Level
e.g. Smart City, Intelligent Manufacturing, M2M, CPS, Smart Appliances.

Application Level (+ domain specific)
e.g. Dublin Core, FOAF, SSN and OpenloT.

Semantic Level Other knowledge base and
ontologies

Existing vocabularies (e.g., NCI, SSN-XG) e.g. DBPedia, Geonames

Sensor Middleware Level Relationships: closeMatch, Virtual Sensor Level
. exactMatch, broadMatch,
orv(;/::ggrenpc\elég, narrowMatch, relatedMatch e.g. X-GSN

Physical Level (Device Standards)
e.g. IPve, 6Lowpan, IETF CoAP

Technology and Infrastructure
e.g. Arduino, Quark, ARM, etc.

EUROPEAN mpilile Insight Centre for Data Analytics
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www.insight-centre.org

Internet of Things Stack insight

loT Security -

Information Assurance: .

Data Security

s Key storage using Physically Unclonable Function (PUF)
\5" Advanced CryptoAccelerators -
?‘:\,Q Security Licensed Patent Protected DPAResistance Pass through License .

Anti-Tamper: Secure Bitstream, Tamper Detection,
Active Mesh, No Copying. Cloning, or Reverse Engineering

Trust: LicensedPatent Protected DPA

Resistance, NIST Certified Crypto &

Design Security

Secure Hardware Accelerators, Secure Supply Chain

Internet of Things loT Stack H
Business Level . .

e.g. Smart City, Intelligent Manufacturing, M2M, CPS, Smart Appliances.

Platform Security

Application Level (+ domain specific)
e.g. Dublin Core, FOAF, SSN and OpenloT.

Semantic Level Other knowledge base and
s

Network Security

Existing vocabularies (e.g., NCI, SSN-XG)

Sensor Middleware Level Relationships: closeMatch,
exactMatch, broadMatch,
owl:sameAs, rdf:seeAlso narrowMatch, relatedMatch

Physical Level (Device Standards)
e.g. IPv6, 6Lowpan, IETF CoAP .

loT CAS [
Implementations

Hardware Security

&
IRCSET

Investing.

el 5 Insight Centre for Data Analytics

EUROPEAN GEGENTH FRAMEWORK
COMMISSION PROGRAMME




Big Data Industries Landscape
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CONCLUSIONS

« Big Data is an explicit element in the loT.

- Bid Data Management strategies are yet in need to be in place
before launching Applications for Big Data.

 [nternet of Things enable Big Data Generation.
« Big Data analytics remains as open challenge for knowledge generation.
* |oT and Big Data focus area remains in platforms interoperabillity.

« Technoclogy for Big Data Semantics requires more research work.

<
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World Europe ondon
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