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Industry 4.0 Big Data & 
AI Transformation



AI for Factories 4.0 – G20

• AI is a key enabler for the next generation of smart manufacturing.

• It can lead to a disruption in
• traditional workflows,
• supply chains,
• value creation, and
• business models in manufacturing

and works towards empowering and expanding workforce expertise.

• AI for internet services to manufacturing will pave the way to the synergietic
collaboration between humans and robots in urban autonomos factories
for mass customization.
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AI for Factories 4.0 – G20 Industrial Applications

What is AI intended for in Factories 4.0?

1. Hybrid Teams of Human Workers and Collaborative Robots in Smart Factories

2. Deep Learning for State-based and Predictive Maintenance of Networked Production Machines and for
Understanding Human Behaviors of Shop Floor Workers

3. Semantic Technologies for Worldwide Interoperability of Machine-to-Machine Communication in Smart
Factories and Logistics

4. Human-Aware and Real-Time Production Planning & Scheduling for Multiagent Systems and Dynamic Plan
Revision

5. Intelligent Industrial Assistance Systems for Human Workers: Proactive and Situation-Aware On-line Help
and Training on the Shop Floor

6. Trusted Industrial Data Exchange Hubs and Machine Learning for Industrial Process Mining

7. Active Digital Product Memories and Digital Twins for Intelligent Asset Tracking and Production Cockpits

8. Security Technologies for Intelligent Intrusion Detection and Penetration Testing for Smart factories

9. Long-Term Autonomy and Self-Learning as well as Self-Healing Capabilities of Industrial Components







Smart Digital Engineering 

Smart Planning

Smart Operations & Digital Workplace 

Big Data/AI Factory 4.0 - Opportunities



Smart Connected Production

Smart Maintenance & Service

Big Data/AI Factory 4.0 - Opportunities



Industry 4.0 Big Data, 
AI & IoT

Transformation
The Algorithm



Challenges for AI in manufacturing

Common standards and a free flow
of industrial data in a secure and
safe (trusted) environment in Europe
are a prerequisite for AI applications in
Factories 4.0.

Complexity of machine learning may
reduce the justification for
consequential decisions to “the
algorithm made me do it”. Not
acceptable in a healthy & safe Factory
4.0 (human centered).



• Transparency and trust of such Algorithmic Systems
(data & algorithms) becoming competitiveness
factors for Data-driven economy ;

• Importance of remedying the information asymmetry
between the producer of the digital service and its
consumer, be it citizen or professional

• Dominant platforms on the market play a
role of "prescriber” - rank

Challenges for AI in manufacturing



• Transparent-by-design, auditable-by-design, 
fairness & non-discrimination-by-design.
• Fact checking & information flow monitoring & Viz.
• Causal discovery & digital evidences.
• Deep model & architecture interpretability
• AI reproducibility
• Data provenance & usage monitoring

Challenges for AI in manufacturing
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