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Smart Cities Presents Great
opportunities for loT!
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Industrie
4.0

Cyber
Physical
Systems

Big Data
Analysis

Artificial
Intelligence




sensor
readings storing and
processing

Current loT is cloud-centric
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What is the problem on this?

Cisco’s Projections For The Internet of Things
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a swarm of cooperating .




The Swarm at the Edge
of the Cloud
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The Cloud
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SWARM Networks

e Autonomous

e Heterogeneous

e Colletive Intelligent

e Spontaneous relationships
e Open networks

e Energy Efficient



454 IEEE Transactions on Consumer Electronics, Vol. 61, No. 4, November 2015

Swarm OS Control Plane: An Architecture

Proposal for Heterogeneous and Organic Networks

Laisa C. P. Costa, Student Member, IEEE; Jan Rabaey, Fellow, IEEE; Adam Wolisz, Member, IEEE,;
Max Rosan; and Marcelo K. Zuffo, Member, IEEE

Swarmlet

Application Services

Control Plane — Platform Services

Registry Contracting Mediation Policy
Service Service Service Service

Optimizing and iy Plan
Monitoring Amlsnentl.catlon Development Binding
Service SRV Service
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Swarm Minimum Broker: an approach to deal with the Internet of Things
heterogeneity

Laisa C. C. De Biase*, Pablo C. C. Ccori®, Geovane Fedrecheski*, Douglas Navarro*, Renan Y. Lino*, Marcelo K. Zuffo*
*School of Engineering, SInstitute of Mathematics and Statistics
University of Sdao Paulo, Brazil
{laisa, pablo, geovane} @Isi.usp.br, {douglasnavarro94, renan.lino} @gmail.com, mkzuffo @lsi.usp.br

GloTS Paper Session: loT Enabling
Technologies I
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Legend
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devices in the
swarm network

device that
starts interaction

O

device candidate
for interaction

©

device chosen
for interaction

et
physical or logical
direct connection
between devices

/

automatic execution
of services among
devices

Communication

exact matching
keyword-based

automatic service
execution

semantic matching
functionality-based

automatic service
composition



MicroEconomy

Service Level Agreement
Micropayments
Reputation
Access Control




Human
Interaction

Personal agents
Opportunistic user interface

gathering
Interaction with a complex network



Swarm challenges

communication
flow

real-time
processing

command
interpretation

information
presentation

semantic
annotation

service
discovery

service-level

agreement resource-

constrained
devices

query
format

network
topology

description

resource
sharing

automatic
execution

automatic
composition

network
complexity

quality of
service

virtual
communities



Device Broker Swarm Insect



Services wrap device functionality
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Broker: a communication mediator
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Broker architecture

Platform Services (Broker)

Access
Control
Service

Discovery Registry
Service Service

Policy
Management
Service

Binding
Service

Contracting
Service

Optimization Accounting Mediation
Service Service Service
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Example:

Finding Penny
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Many sensors at Environment
to help
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smart door security camera

e
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smart bulb cat feeder

electronic babysitter



- Have you seen a cat?

ke
|

- Who is Penny?
- Her cat
- Have you heard a cat?
ask the network 1
9 — v

- What is a cat - Did you sense any presence?
- {animal,

mammal,
ight is bet
:v;g s between [ ] @

Where is >
Penny?




- Who is Penny?
- Her cat

A+

Where is > ask the network
Penny?
- What is a cat
Semantic -{animad,
. mammal,
Computing weight is between [ ]

.}

- Have you seen a cat?

ke
|

- Have you heard a cat?

@ > 'M**

- Did you sense any presence?
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- Have you seen a cat?
Computer y

Vision
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- Who is Penny?
- Her cat
- Have you heard a cat?
ask the network 1
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- What is a cat - Did you sense any presence?
- {animal,

mammal,
ight is bet
iv;g s between [ ] @

Where is >
Penny?




Where is >
Penny?
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- Who is Penny?

- Her cat

ask the network

- What is a cat

- {animal,
mammal,

weight is between [ ]

.}

- Have you seen a cat?

ke
|

- Have you heard a cat?
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- Did you sense any presence? Sound

)

Processing




- Have you seen a cat?

ke
|

- Who is Penny?
- Her cat
- Have you heard a cat?

ask the network \
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- What is a cat - Did you sense any presence?
4 - {animal,
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Collective intelligence from network

Where is >
Penny?
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Surveillance Swarm applicability

e Bus stop state on strike
e Remotely check aline
e Monitoring an area on strike

e Look for stolen cars and bikes
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Renewable Energy
Swarm Management




Swarms at The Edge and Smart Cities

Swarms and Cities have a lot in common:
Complex
Organic

Heterogeneous






