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Privacy and data ownership

More detailed data are collected from a
growing number of connected devices and
appliances (see loT).

For instance, data on energy use in
households collected by smart meters can be
used to tell when someone is home, using
the shower, or making tea.

Yet, aggregated and anonymised individual
energy use data can improve understanding
of energy systems, such as load profiles, and
help lower costs for individual consumers.
Policy makers will need to balance privacy
concerns with these other objectives,
iNCluding promoting innovation and the
operational needs of utilities.
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ANASTACIA'S mission

To develop a trustworthy-by-design autonomic security framework which
will address all the phases of the ICT Systems Development Lifecycle (SDL)
and will be able to take autonomous decisions through the use of new
networking technologies such as Software Defined Networking (SDN)
and Network Function Virtualisation (NFV|) and intelligent and dynamic
security enforcement and monitoring methodologies and tools

nolistic solution enabling trust and security by-design for Cyber Physical
Systems (CPS) based on loT and cloud architectures
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ANASTACIA framework
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Use Cases

* Multl-access Edge Computing applications
— Test Case: MEC on video cameras
— Scenario: Spoofing attack on the security camera system
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* Smart Building Management Systems applications

— Test Case: Resilient cyber-physical systems in smart
pbulldings
— Scenario: Cyber-attack at a hospital building

ANASTACIA G.A. 731558 - www.anastacia-h2020.eu 8



User/System

i
min User plane:
Seal e interfaces and tools
Manager T Alert ;
. ng Policy
DSPS Repository & DSPS/f:\gent ————= DSPSUI dash}laoard Ed'rtlorUI *
- ) A : Alerts, wamings,
Monitoring and reaction Plane Security L l Setupn
Orchestration policy
Monitoring module Reaction Plane Interpreter
mOdU|e Security Alert High to Medium
Attack Signatures Senvice
Attack T Medium to Low
pattems Attack
Incident Verdicts Verdict and Decision User support \l/
Detect S S
T upport System P Security policies
ilteredand |~ Data T v DAETNEEE : -
Classfied dota | Anlysts - loTdata g ity Mitigation Rm_':r‘:’s‘tw Orsc?‘c“"t;’tor Secuity Enablers
J, T” Model — Avdildole —> Action ———————> S e
Data filtering and pre- i capabilities Service Resour CL::tkyn i -
processing broker A , o rmg .
: \ Configurations and Security
o setupjupdate available capebiliies ____ ! reconfigurations Enabler Repository
c{ at runtime: *
Monitdring data .
i Sec u rlty Control and Management Domain
Enforcement loT Controller SDN Controller NFV MANO
Plane
) $ NFV Orchestrator
IoT\data loT nodes VNF
) .
- \ VNF Domain Mal
- =
DPI Network traffic Vil
Analysis o irtualization Layer
N
sensors

Virtudlized Infrastructure Domain

SaUI|2PINS JU2WAO|2A2[ 2JEAM]JOS 242G

AJU25UIUOD puk SUlj[2p oW 3s1d ADRALd

ANASTACIA
framework
architecture




Monitoring module

Attack Signatures

Attack

patterns
Incident
Detecte;

Filtered anc., Data
classified dat a Analysis

)

Data filteiing and pre-
processit g broker

0

Monitofing data

DPI
Analysis

IDS, AAA... events

Attack
Verdicts

———

loT data

-
-
-
-
-

Security
Enforcement
Plane

0T data

loT nodes

Security
Sensors

o

2~ United Technologies
Research Center

Anomaly based Intrusion Detection Model

ID Model
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Adggregate different types of
loT data: temperature,
pressure, current flow, etc.

Create a model for the normal
behavior of the supervised
system at the system level.

Model = network of relations
between sensor data

UTC Proprietary, Created at UTRC-I, This page containsEU and US technical data- ECCN(EU):

NLR, ECCN(US): EAR99
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Research Center Importance of Cyber-physical
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Types of Intrusion Detection Systems

Knowledge-based ID: Apply the knowledge accumulated about specific
attacks and system vulnerabilities. Use a database of patterns/signatures
of malicious activities

el I 20N

Advantages:
* Highly affective towards well known attacks
* Low false positive rates
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Anomaly-based ID:

* Build a profile or data model of the “normal” behaviour (data model
can be learned using machine learning).

* Use the normal profile to detect anomalies (observations whose
characteristics differ significantly from the normal behaviour).

Advantages:
« Can identify new attacks
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United Technologies
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Anomaly based Intrusion detection

Capabilities:
— Provides a guideline explaining the attack cause
— Model Is interpretable by end-user
— Different types loT data can be captured in one model

— Model continuously learns both from online data and
end-user Input

Drawbacks:
— No clear separation between fault and attack

UTC Proprietary, Created at UTRC-I, This page containsEU and US technical data- ECCN(EU): ANASTACIA GA Www .anastacia-h2020.eu 13
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* Project Coordinator
stefano BIANCHI (Softeco Sismat]
stefano.bianchi@softeco.it

e Scientific and Technical Project Manager
Antonio SKARMETA (Universidad de Murcia)
skarmeta@umu.es
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