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Overview

Internet of Things (loT)
Blockchain in the loT
ACTIVAGE Monitoring Platform

BaaS (Blockchain-as-a-Service) System
» Blockchain and Permission Management

v vvVvyy

» Architecture and Components
» Blockchain enabled functionalities in ACTIVAGE Monitoring Platform
» Scenarios
» Register in BaaS / Give Consent
Register in ACTIVAGE from Baa$
Register in ACTIVAGE with BaaS
Login / Logout
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Request / Give / Update Permissions
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loT Massive Explosion
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Blockchain in the loT

» What is Blockchain ?

» A continuously growing list of
records called blocks.

» Each block represents a set of
transactions and is
cryptographically linked to its
previous block thus forming a
chain.

» ABlockchain is managed by a
peer-to-peer network of nodes
that validate new blocks using a
consensus algorithm.
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» How can Blockchain be used in loT

» Use of Blockchain technology to

record transactions based on
autonomous decisions made by
loT nodes

Verifiable, secure and permanent
method of recording data
processed by “smart” machines in
the loT.
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ACTIVAGE Monitoring Platform

» ACTIVAGE is ...
» a European Multi Centric Large Scale Pilot on Smart Living Environments. p R U J

» about setting the grounds for Active and Health Aging (AHA) Digital Transformation that
will change the life of 100 million people across Europe.

» ACTIVAGE ...

» reuses and scales up underlying open and proprietary loT platforms, technologies and
standards

» integrates new interfaces needed to provide interoperability across these heterogeneous
platforms that will enable the deployment and operation at large scale of Active &
Healthy Ageing loT based solutions and services

» ACTIVAGE vision ...

» support and extend the independent living of older adults in their living environments

» respond to real needs of caregivers, service providers and public authorities. PERSONAL CENTERED
AHA-lIoT ECOSYSTEM
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Baa$S system

Data permission management using Blockchain

» Example Platform: ACTIVAGE Monitoring Platform

» Alist of ACTIVAGE monitoring Platform functionalities can be done via the
Blockchain layer

» This increases trust of the Users to the ACTIVAGE monitoring Platform

» Baa$S enables ACTIVAGE monitoring Platform users to get
registered/login/logout to the Platform via our Baa$S system. Each user action
to the Platform is logged in the Blockchain as an immutable transaction.

» Each permission request to access the Elderly people Data by Caregivers is logged
in the Blockchain as an immutable transaction. This ensures traceability and
accountability

» Our proposed solution is partially based on the design of MedRec Project
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Blockchain enabled functionalities in
ACTIVAGE Monitoring Platform

» User Registration
» User Login/Logout

» Request Permissions

» A caregiver requests permissions for accessing activity /
health related data of an elderly

» Give Permissions

» A elderly gives permission to a caregiver for accessing
her/his data

» Update Permissions

» An elderly changes the permissions given to a caregiver for
accessing her/his data
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Baa$S system

Architecture & Components

ACTIVAGE Monitoring Platform Middleware API
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BaaS Registration / Consent scenario

Blockchain as a Service

1. User accesses the Registration form in the Baa$
by clicking on the relevant link

2. Fills in the Registration form with their data and
accept Terms by clicking a dedicated checkbox.

3. Upon clicking on the Button ‘Register’ an email
verification is sent to their email address. This is
done to verify that user inserted email address is| ... "
valid.

4. User access their inbox and upon following the
relevant link they are redirected to the Baa$S and
their email is verified

5. After email verification the User can Login the
BaasS.
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User Registration to ACTIVAGE

Entry point: Baa$

ROT REGESTERED ' REGISTERED

wahisoard ACTIVAGE

1. User Logins to Baa$S with their account

2. User goes to Platforms > Not Registered

Platforms, chooses ACTIVAGE from the list and Il —
clicks on the ‘Register’ button
3. User is redirected to ACTIVAGE and fills in the »

Registration Form S

! |
1 ﬂl.l" Y

4. An email is sent to the User from ACTIVAGE to
verify their email address a8

L' ."

5. After email verification, the User can login to
ACTIVAGE

6. The next time the User logins the Baas,
ACTIVAGE is among their ‘Registered Platforms’

REGISTERED:
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User Registration scenario
Entry point: ACTIVAGE

1. User fills in the Registration Form in ACTIVAGE Platform (option: Register via Baa$)

2. ACTIVAGE Platform sends the Patient’s valid credentials to the middleware API over a
Restful Web Service

3. The middleware API sends the registration request to the user via email and redirects
them to the Blockchain Web Interface Registration Form

4. The user is registered via the BaaS Registration Form and the Blockchain Web
Interface logs in the Blockchain the newly Registered User
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Login / Logout scenario
Entry point: ACTIVAGE

1. The user logs in /logs out to/from ACTIVAGE with ACTIVAGE Platform credentials

2. ACTIVAGE sends a request for user login/logout to the middleware API over a Restful
Web Service

3. The middleware APl updates the list with online Users that are kept within the
Blockchain by adding/removing the User to/from the list.
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Request Permissions scenario
Entry Point: ACTIVAGE

9. ACTIVAGE
1.Caregiver logins to ACTIVAGE and asks for updates its
permissions to access the data of the elderly database

with the
Result of the
b :: Request
ACTCDVAGE ™™
PROJECT
8.The middleware APl
hﬁrgﬁﬁi:::::tt?: sends the Result of the
the middl re API Request Permissions
back to ACTIVAGE
<€
4. The middlewareAP| 3. The middleware API A
sends a Request for logs the request for
Permission Approval to permissions in the N
’ : " 7.Blockchain sends the
the eld. 1l Blockch
elderly via emai ckchain Result of the Request
Permission to the
middleware API
5. Elderly is redirected to
the Baas web Ul and
accepts / rejects the
Request
A4
v OO
6. Blockchain Web Interface logs / I \ I'\.
the Permission approval (resp. :] [;] :] :]
rejection) to the Blockchain.
) Blockchain network
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BaaS User/View Granted Permissions to another User

» In ACTIVAGE, an elderly can view permissions given to caregivers
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Contract

Address: Oxc7dad4b265884f835b0edfa1759e5456671d7902

Permissions:

jelds [write]

Asthma Control Questionnaire (ACQ) v

Socioeconomics X o~

Asthma Quality of Life Questionnaire (AQLQ) v ~

Diet

Spirometry

Pulse

Inhaler Use

ACD Score

Temperature

Lung Model

A N N N N N AN

[Read] [Update] [Delete]

A N N N N U AN

A N N N N N AN
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User / View Transaction
History

» User can overview their
Historical Transactions, e.g.

» Register / Login / Logout to
BaaS

» Register / Login / Logout to
ACTIVAGE

» Register / Login / Logout to
other Platforms
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CLIENT PLATFORMS

Account Usage

Login 9 Mar 2018 13:33:51
Login 9 Mar 2018 12:9:9
Logout 9 Mar 2018 12:9:48
Login 9 Mar 2018 12:10:23
Login 9 Mar 2018 10:6:53
Login 9 Mar 2018 10:43:52
Logout 9 Mar 2018 10:10:7
Login 9 Feb 2018 16:8:47
Login 9 Feb 2018 16:817
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Thank you for your attention!

Questions?
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CERTH Baa$S Application Front-end ADMIN View

BAAS

Dashboard

(o)

Blocks

o

Transactions

*0
-

Accounis

X

Contracts

<>

Code Editor

DASHBOARD

9426 - 547 .o 19 & 4

Last Block 4 Transactions Count an Users i Contracts
RecentTransactions \ \

SMARIT CONTRACTIS)

Hash BL'@GK‘S] TRANSA@‘“'@NS WUSERS Value Block # Timestamp
0x9aff91ddefaT4di688a4754c5c44c0d8260a086fbcdal43679d1c5b5a89a192 0 9426 Nov 23, 2017 1:48:26 PM
Dxcal7e4969624669344b 13201240941 e5dceaba9d54990661453d32586436h 0 9425 Nov 23, 2017 1:48:04 PM
0xbTafb7edec3cab55eb65513adfechbeb ciafadb50a8bde8d1222867d6T 7a 0 9424 Nov 23, 2017 1:45:45 PM
0x004d0402590eb0a406bede64b89ee13c527344ebdcceh0e858d972 1138202412 0 9422 Nov 23, 2017 1:43:06 PM
0x503919d384fBab5c6065063c039ba5560b34 13c4c34abb020044294c32b3826 0 9421 Nov 23, 2017 1:42:25 PM

MOSIRECENT
TRANSAGTTI@NS)

loT Week Conference 2018

04/06/2018
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Admin / Contracts

BAAS
. Name Type Inputs, Outputs
- Registrar Contract (RC) w " ?
n
etlUsers function "name""" "type" "bytes32Z[]"
Dashboard Coniact Address a 0 4 "typebytes3z[]y]
etUsersC function "name":"_uid","type":"bytes32" "name".""." e" "address"
0x2440036fadc9d2d5c09cf7f61140ed5c47780acs g E N e 4 g e e i
getPlatiorms function i} [{"name":"" "type""bytes32[]'}]
[co] .
getUserNumber function i} [{"name":"" "type":"uint256"]
Blocks
checkIfPlatformExists function [{"name":"_platform","type":"bytes32"}] [{"name"."" "type":"bool"}]
addOwnerAddressRC function [{"name""_addr’ "type"-"address"}] i}
- deleteUser function [{"name":"_uid" "type"-bytes32"}] il
Transactions
getPlatfermPL function [{"name":"_platform","type":"bytes32"}] [{"name";"" "type":"address"}]
createPlatformPL function [{"name™"_platform" "type"-"bytes32"}.{"name""_tempPL" "type""address"}] i}
createUserSC function [{"name":"_uid" "type"-"bytes32"} {'name"-"_tempSC" "type"-"address"}] i}
-n
Accounts deletePlatform function [{"name":"_platiormUid","type"-"bytes32}] i}
getPlatiormNumber function i) [{"name""" "type":"uint256"}]
deleteRC function i} i}
X
b checklfUserExists function [{"name":"_uid","lype":"bytes32"}] [{"name":"" "type":"bool'}] -
Contracts
Summary Contract (SC)
Platform Contract (PL)
<>
Code Editor

Patient Provided Relationship Contract (PPR)
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Admin / Accounts
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Admin / Dashboard

Administrator
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Admin / Transactions
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Transactions

=
=ull
Dashboard Hash Value Block # Timestamp
4 0 10322 null
4 0 10322 null
4 o 10322 null
(<)
Blocks 4 0 10322 null
o 10322 null
0 10322 nul
4439 0 10322 null
4
4439a7a2 0 10322 nul
4439a7a2: 0 10322 nul
4439a7a2e o 10322 null
- Page 1 v Rowsperpige 10w 1morxz < >
Accounts

X

Contracts

<>

Code Editor

loT Week Conference 2018 04/06/2018




Admin / REMIX Integrated Code Editor for

Administrator
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@ [2] only remix transactions, script

browser/ballot.sol *

bragma solidity “e.4.8;
2- contract Ballot {

struct voter {
uint weight;
bool voted;
uints vote;
zodrass delegate;

3
struct proposal {
uint votecount;

address chairperson;
mapping(address => Voter) voters;
Fropossl[] proposals;

/// Create a new ballot with $(_numProposals) different proposals.
function allot(uints _numProposals) public {

chairperson = msg.sender;

voters[chairperson] .weight = 1j

propesals.length = _numProposals;

/] Give $(tovoter) the right to vote on this ballot.

/#1 way only be called by ${chairperson).

function giveRightTovote(address tovoter) public {
if (msg.sender != chairperson || voters[tovoter].voted) return;
voters[tovoter].weight - 1;

& Start to compile ¥ Auto compile:

browser/ballot sol:Ballot ¥ Details

Compile  Run  Seftings Debugger Analysis Suppc

Publish on §

Static analysis raised 2 warning(s) that requires X |

<+ I

browser/ballot.soli18:5: WAMMing: DEFining COnstruX
function Ballot(uints _nunProposals) public {
~ (Relevant source part starts here and spans

+ I

»

() Listen on network:
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User / Dashboard
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User / Platforms

BAAS A =
NOT REGISTERED REGISTERED
|
=l
Dashboard NoTremor pragma.loT
eHealth Internet of Things
¢
Platforms

pragma.

Connections

olremor

Privacy

Virtual, Physiological and Computational Neuromuscular Models for OEM loT Platform agnostic of domain, sensor or gateway.
the Predictive Treatment of Parkinson’s Disease.

0
History

REGISTER
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User / Connections

BAAS

=
ull
Dashboard

(b myAirCoach
=2

€
Platforms.

johndoe@iti.gr
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-
Connections

VIEW CONTRACT

(b myAirCoach

=2

kou@iti.gr

VIEW CONTRACT

Privacy

D

History
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Smart Contracts




Employee Smart Contract Example




Applications of our Baa$S solution to
other domains

» Energy consumption
» loT device identification
» Supply Chain
» Product ldentification / Avoid Counterfeiting
» Ownership Rights

» Transaction monitoring
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Baa$S system

URL, Users, and Roles

» http://160.40.49.101:8080/dashboard/#!/login

» Role1: User
» Username: kostakis@gmail.com

» Password: 12345678

» Role2: Admin
» Username: admin@ACTIVAGE.gr
» Password: 12345678
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http://160.40.49.101:8080/dashboard/#!/login

Blockchain in Healthcare Platforms @

» MedRec!

» An MIT project which proposes a novel, decentralized Electronic Health Records
(EHR) management system using Blockchain

» MyHealthMyData (MHMD)? omo

llMe

» An Horizon 2020 Research and Innovation Action which leverages Blockchain toORO
enable Patients to allow, refuse, and withdraw access to their Data according to
different types of potential usage.

» MedChain3

» A pioneering community driven solution to securely store Electronic Medical “
Records (EMR) and electronic Protected Health Information (ePHI) on the
Blockchain
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