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Casino Gets Hacked Through Its Internet-Connected Fish Tank

Thermometer

B Sunday, Aprit 15,2018 & W Flaw in Emergency Alert Systems Could Allow Hackers to
EE'.E! m ﬁ (© _share | - ﬁ 5 share |

Trigger False Alarms

B Tuesday, April 10, 2018 & Swati Khandel
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KRACK Wi-Fi vulnerability can expose
medical devices, patient records
renjack

The Wi-Fi vulnerability can be used to steal and tamper with patient records.
A critical security flaw in popular industrial |
software put power plants at risk

The bug in the industrial control software could leave power and manufacturing plants exposed.
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and tickets to Web sj Earth home
eerthnewsIGE¥ Hackers infiltrate Large Hadron Collider
systems and mock IT security

Rager Liighfield, Science Editor
4:01pm BST 12/03/2008

Do you think it's possible for the CERN LHC to be hacked?
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Security

Shouldn't it have the same level of protections as a nuclear power plant? Yet I feel it probably does not...
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Hackers deface LHC site, came
close to turmng off partlcle detector

BigFix & PCI - Bringing Retail The Power of One - Global Visibility &
Endpoints into Compliance Control at the Velocity of Business Chang
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Hackers hit Large Hadron Collider Web site

Greek group says it defaced site of one of the
project's main experiments |
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Controls under Attack !

» 20 devices from 6 different manufacturers (35 tests in total)
» All devices fully configured but running idle

Crashed '@ NETWOX || Crashed
32% 21%

Nessus

Failed
18%

Passed

Passed| 61%

68%

...PLCs under load seem to fail even more frequently !!!
...results improve with more recent firmware versions ©

Stefan Luders: “Control Systems Under Attack 17" @ ICALEPCS 2005 8/17
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» Device crashed
» Sending specially crafted IP packet:
fragmentation re-assembly code to » FTP server crashed

» Sending a too long command or argument

» PLCs are un-protected
» Can be stopped w/o problems (needs just a bit “googling”)
» Passwords are not encrypted
» Might even come without authentication
» Still allow for legacy commands

» HTTP server crashed

» Requesting a URL with too many
(e.q. “hitp//<IP>/cgi-bin/aaa.. aa
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Vulnerability Assessment of 900 loT Devices

11% Help Q & =

These are m.
l O o :’_ Device Informa

Live View | Setup | Help
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m Not Configured Devices m Easily Vulnerable Devices
Medium Vulnerable Devices m Comparatively Secure Devices
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Exposure
Threats

Dependencies
Consequences

Emerging loT Threats...
...a permanent pain



| Bye, Bill. Welcome RasPI & Arduino |

[ Core-ICS apart, interconnections will grow ]

[ ICS and loT will merge in some way ]

[ Wireless is already on the plant-floor ]

[ Internet & cloud access will become normal ]

Incentives for secure ICS lacks business case
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