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02 Unicode 3.0 character set 

with UTF-8 encoding

International Support

04 Administration: Secure 

management over the public 

network by owner at any 

location

Service: Replication of any 

service into multiple service 

site which can be distributed 

into cluster of servers

Distributed

03Defines standard mechanisms for 

client/server authentication via 

built-in Public Key Infrastructure

Secure

01Introducing local namespaces 

globally without conflicts

Extensible

Handle ID

Key Features
<Prefix / Suffix>
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Architectural components 
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Case Study
Combating counterfeiting for ICT devices
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Step 03
Verify ICT device

Step 02
Distribute ICT device

Step 01
Create & register ICT device

Handle ID & 
Digital fingerprint 

generation

Customer retrieves the 
device’s data and verify 

its authenticity

Shipping information is 
added from each phase

of the supply chain

Case Study: Combating counterfeiting for ICT devices
Overview
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Case Study: Combating counterfeiting for ICT devices
Different identifiers working together
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Case Study: Combating counterfeiting for ICT devices
Handle ID, Handle record and Digital fingerprint generation

01

02

03

05

DEFINE 

PRODUCT FIELDS

SELECT & SET 

PRODUCT FIELDS ORDER

GENERATE 

DIGITAL FINGERPRINT

11.1234/MDA58F

1

Product Fields

• Device specifications

• Unique identifier

Product Name Serial Number IMEI Number MAC Address

Hash Function



IoT week 20188

Case Study: Combating counterfeiting for ICT devices

Supply chain traceability

Retailer
Country D

Distributor
Country C

Warehouse
Country B

Manufacturer
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Customer
Country E

Handle resolved
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Case Study: Combating counterfeiting for ICT devices

ICT device authentication process

1

Scan QR

2

Resolve 
Handle

Handle System

Verification Service

Costumer

Costumer

3

Check 
verification 
code

Digital fingerprint in a sealed envelope

Digital fingerprint generated on-the-
fly  from DOA server
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Case Study: Combating counterfeiting for ICT devices

Handle ID & Structured Data (device metadata)
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Thank You


