Interoperability in loT Identification

loT Week 2018
June 2018, Bilbao, Spain

Alexander NTOKO
Chief, Operations & Planning Department

lIoT week 2018



Key Features
<Prefix / Suffix>

Extensible

Introducing local namespaces O 1
globally without conflicts

International Support

O 2 Unicode 3.0 character set
with UTF-8 encoding

Secure

Defines standard mechanisms for 03 @
client/server authentication via
built-in Public Key Infrastructure

Distributed

O Administration: Secure

management over the public
network by owner at any
location
Service: Replication of any
service into multiple service
site which can be distributed
into cluster of servers
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Architectural components

Execute
Command

OCR | /
Character based identifier

Request

—_— Optical - ~
1D, 2D barcode, IR

oF ~ o ) Request File
. RFID, Bluetooth, GPS,
Object WiFi e
Manual input Handle
Default Resolution ~
Link to other
| N | objects
Data ICT device Digital Object
Transmission reader Architecture

Actions
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Case Study

Combating counterfeiting for ICT devices



Case Study: Combating counterfeiting for ICT devices
Overview

Step 01 Step 02 Step 03

Create & register ICT device Distribute ICT device Verify ICT device

Handle ID & Shipping information is Customer retrieves the
Digital fingerprint added from each phase device’s data and verify
generation of the supply chain its authenticity
N 7N N
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Case Study: Combating counterfeiting for ICT devices
Different identifiers working together

IMEI MAC
number address Product
code
Manufacturer’s
ID

Distributor’s ID

Warehouse ID

Serial
number
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Case Study: Combating counterfeiting for ICT devices
Handle 1D, Handle record and Digital fingerprint generation

Device specifications
Unique identifier

DEFINE 11.1234/MDA5SF

1

Product Fields

PRODUCT FIELDS

SELECT & SET
PRODUCT FIELDS ORDER

Product Name Serial Number

MAC Address

1 9,:9,9.0.9.9.9.09.9.9.0.9.99,0.99.9.0.9,.99.0.0.99.0 4
GENERATE

DIGITAL FINGERPRINT
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Case Study: Combating counterfeiting for ICT devices

Supply chain traceability

=

Manufacturer Warehouse Distributor Retailer Customer Handle resolved
Country A Country B Country C Country D Country E
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Case Study: Combating counterfeiting for ICT devices

ICT device authentication process

Scan Q

ﬁ 5 Handle System
¥ s Verification Service

Costumer

Resolve
Handle

ﬁ @ Digital fingerprint in a sealed envelope

Digital fingerprint generated on-the-
fly from DOA server

Check
verificatio
Costumer code
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Case Study: Combating counterfeiting for ICT devices

Device specifications

Brand:

Model:
Manufacture Date:
Color:

IMEL:

Serial Number:
Product Code:
MAC Address:

Processor:

RAM:

Other
Specifications:

Internal Storage:

Operating System:

Retail Price:

Message:

device metadata)

Apple

IPad 2 A MC916FD/A
01/04/2014

black

No information
DN6GQ8LBDFJO
885909 46497 5
70:DE:E2:96:68:77

Dual-core 1 GHz Verification
Cortex-A9
512 MB Handle ID: 11.1234/MDUBPCGK81

Wi-Fi 802.11 a/b/g/n,
dual-band
Verification 401Y-P2LG-E9OG-SGO00-

Code: 8408-83KO8
iOS 4, upgradable to

i0S 8.3
: Validate Verification Code
330 EUR

OS upgradable to
iOS 8.3. Device
available. Released
2014, April

64 GB
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Thank You




