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GDPR principles (art. 5)
Å Lawfulness, fairness and transparency
Å Purpose limitation
Å Data minimization
Å Accuracy
Å Storage limitations
Å Integrity and confidentiality

Approach: 
Personal data protection and security by design 
and default (art. 25)

Requirements:
Å Organizational: Consent and proof of consent, 
¦ƴŘŜǊŀƎŜ ŎƻƴǎŜƴǘΣ 5tL!Χ

Å Technical: Encryption, anonymization, access 
ƳŀƴŀƎŜƳŜƴǘΧ

Å Administrative: Data breach reports to DPA

VS

Internet of Things (IoT) connected devices installed 
base worldwide from 2015 to 2025 (in billions)

Source: https://www.statista.com/statistics/471264/iot-number-of-connected-devices-worldwide/

The IoT Privacy/Security challenge

https://www.statista.com/statistics/471264/iot-number-of-connected-devices-worldwide/


Source: https://www.statista.com/statistics/471264/iot-number-of-connected-devices-worldwide/ŀƴŘ άLƴǘŜǊƴŜǘ ƻŦ ¢ƘƛƴƎǎΥ {ǳǊǾŜȅ ƻƴ {ŜŎǳǊƛǘȅ ŀƴŘ tǊƛǾŀŎȅέ ōȅ 5ƛŜƎƻ aΦ aŜƴŘŜȊΣ IoannisPapapanagiotou, BaijianYang (Purdue 
University) https://arxiv.org/abs/1707.01879

Who can solve the compliance puzzle?
Internet of Things (IoT) connected devices installed 
base worldwide from 2015 to 2025 (in billions)

https://www.statista.com/statistics/471264/iot-number-of-connected-devices-worldwide/
https://arxiv.org/abs/1707.01879


How to enable Privacy/Security management for all?
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!b!{¢!/L!Ωǎmission

Å To develop a trustworthy-by-design autonomic security frameworkwhich 
will address all the phases of the ICT Systems Development Lifecycle (SDL) 
and will be able to take autonomous decisions through the use of new 
networking technologies such as Software Defined Networking (SDN) and 
Network Function Virtualisation(NFV) and intelligent and dynamic security 
enforcementand monitoring methodologies and tools

Å Holistic solution enabling trust and security by-design for Cyber Physical 
Systems (CPS) based on IoT and cloud architectures
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Holistic Dynamic Security and 
Privacy Seal (DSPS)

Security development paradigm 

ANASTACIA framework
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!b!{¢!/L!Ωǎ Aproach

ÅFocus:
ï network-level threats and network 

technologies (SDN/NFV)

ÅSecurity:
ï Trusted Security Orchestration in 

SDN/NFV-enabled IOT

ï Security monitoring: DPI/DNI

ï Automated Cognitive Reaction and 
Mitigation Components

Å Security Risk Assessment:
ï severity, asset importance, cost of mitigation

Å Consequence prediction and prevention
ï IDS/DPS + behavioral engine



Security+ Privacy: How to connect them?

1. DSPS (GUI): Meaningful and simple information for 
CISO/DPO

2. Mappingof monitored securitythreats to network-level 
privacyrisks:

Å Risk 1, 2, 4: access, modification and deletion of personal data (malware, etc.) 

Å Risk 3: lacking anonymization/encryption of information 

Å Risk 5: intra-network monitoring (man in the middle)

Å Risk 6: external network monitoring (insecure communication channels)

Å Risk 7: data availability and downtime (DDoS)

3. ISO-based privacy risk assessment process

4. CISO/DPO signed feedback+ non-repudiableaudit trail



Dynamic Security and Privacy Seal



Dynamic Security and Privacy Seal


