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The loT Privacy/Security challen

Internet of Things (IoT) connected devices installed

base worldwide from 2015 to 2025 (in billions)
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VS

GDPR principleart. 5)

Lawfulness, fairness and transparency
Purpose limitation

Data minimization

Accuracy

Storage limitations

Integrity and confidentiality

Too Too To o Too To

Approach:
Personal data protection and security by design

and default (art. 25)

Requirements:

A Organizational: Consent and proof of consent,
' yRSN) 3S O2yasSyidzr 5tlL

A Technical: Encryption, anonymization, access
YIyF3SYSyiax

A Administrative: Data breach reports to DPA
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Who can solve the compliance puzz|

Internet of Things (IoT) connected devices installed
base worldwide from 2015 to 2025 (in billions)
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Perception Layer

\ Vulnerabilities / \ Countermeasures /

" ) Attack Resiliency, Data Authentication, Access Control & Client Privacy,
Security Requirements Secure Bootstrapping and Transmission of Data.

K Limitations [ Energy Restrains, Low Computing Power ]/
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A To develop arustworthy-by-design autonomic security framewowhich
will address all the phases of the ICT Systems Development Lifecycle (
and will be able to takeutonomous decisiorthrough the use of new
networking technologiesuch asSoftware Defined Networking (SD&ahd
Network FunctiorVirtualisation(NFV)andintelligent and dynamic security
enforcementand monitoring methodologies and tools
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A Holistic solutiorenablingirust and security bylesignfor Cyber Physical
Systems (CPS) based on loT and cloud architectures

ANASTACIA G.A. 731558nrw.anastacien2020.eu 5
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PRACTICE{

ANASTACIA framewo

FRAMEWORK

\ /3
e S NASTACIA

Security development paradig

Distributed trust and security

Seltprotection

capabilities P

U

DEVICE

Selthealing

capabilities

components and enablers

Selfrepair

capabilities

Holistic Dynamic Security and
Privacy Seal (DSPS)

ANASTACIA G.A. 731558nrw.anastacien2020.eu 6
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A Focus:

T network-level threats and network
technologies (SDN/NFV)

A Security:

4 SEAL MANAGEMENT PLANE USER PLANE

Seal Manager

Monitoring Security
and Policy
Verdicts Data
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i Trusted Security Orchestration in TR oy e oo o o
SDN/NF\enabled IOT Plane R Plane

i Security monitoring: DPI/DNI

I Automated Cognitive Reaction ar
Mitigation Components
A Security Risk Assessment:
T severity, asset importance, cost of mitigation

A Consequence prediction and preven.....
i IDS/DPS + behavioral engine

Security
Pollcy I,
&

Reactions

Monitoring
Data
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Security Enforcement Plane
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Security+ PrivacyHow to connect them?

DSPS (GUI): Meaningful and simpfsrmation for
CISO/DPO

Mappingof monitoredsecuritythreatsto network-level
privacyrisks:

A Risk 1, 2, 4: access, modification and deletion of personal data (malware, etc.)
A Risk 3: lacking anonymization/encryption of information

A Risk 5: intranetwork monitoring (man in the middle)

A Risk 6: external network monitoring (insecure communication channels)

A Risk 7: data availability and downtime (DDoS)

ISObasedprivacy risk assessmeprocess
CISO/DPO signéegedback+ non-repudiableaudit trail
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Combining conventional
certification schemes with real
time dynamic monitoring
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The Dynamic Security and Privacy Seal
(DSPS) provides a holistic solution to
privacy and security certification,
addressing both the organizational and
technical requirements enshrined by the
GDPR.

DSPS is designed by:

) o

Addressing the new European
General Data Protection
Regulation

Modelling a secured and
authenticated dynamic seal
system as a service
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