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Cyberattack resilience and privacy

| PARETING in 24 | | PARENTING in 2014
| Did you REALY o ywr || Didyjow REAUM brush our
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WET THE BRISTLES
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Cyber-criminals stepping up attacks on loT systems

e Privacy concerns in disruptive technologies

e No uniform Cyberattack resilience methodology

Source: http.//www.itworld.com/
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Increased attacks ...

 Multiple DDoS attacks led to

inaccessibility of Github,
Twitter, and more in October
2016.

e Attacks carried out by loT devices
including printers, IP cameras,
and baby monitors.

e Stuxnet — malicious computer

program targeting industrial
computer systems around a
decade ago.
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7 Norsk Hydro

Hydro - @NorskHydroASA

Hydro is currently under cyber-attack. Updates regarding the
situation will be posted on Facebook:
m.facebook.com/story.php?stor...

\/ 70 2:14 PM - Mar 19, 2019

() 124 people are talking about this
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Growing concerns ...

e Critical infrastructure being targeted

e Legacy systems that do not handle latest security protocols
* Lack of standards for Industrial loT security

 Scalability

* 32% of lloT devices connect directly to the internet, bypassing traditional IT
security layers.

e Almost 40% said identifying, tracking and managing devices represented a
significant security challenge.

* Only 40% reported applying and maintaining patches and updates to
protect their lloT devices and systemes.

* 56% cited difficulty in patching as one of the greatest security challenges

* More info - https://www.themanufacturer.com/articles/iiot-security-endpoints-
most-vulnerable-aspect/



Cybersecurity Risk Assessment — ETSI Framework

Communicate & Consult

Establishing the Context

Understanding the
Business & Regulatory Environment

|

Test Planning

*

© Security Assessment

- Test Design &
Implementation

Test Environment Set
Up & Maintenance
- Test Execution,
Analysis & Summary

Monitoring & Review

Treatment
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 OWASP Application Security
Verification Standard Project

* Microsoft's STRIDE

 Common Vulnerability
Scoring System



CReAT Framework for Cybersecurity Risk Assessment

Understanding Business cases and Regulatory
contexts

Business Processes Identification and Security
Requirements

Risk Identification Cloud Web

Services
Risk Estimation
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CReAT Framework Testing in Fed4FIRE+

Paradise loT - ~
Platform Risk assessment in terms of

* DDoS detection

* |nsufficient authentication, authorization

* Insecure Cloud web services
Internet \_ /

[No security breach observed }

Virtual loT
devices
(Fed4FIRE+)
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Cyber Resilience

 Ability to prepare for, respond to and recover from cyber attacks.

It helps an organisation protect against cyber risks, defend against and limit the
severity of attacks, and ensure its continued survival despite an attack.

* Emerged over the past few years because traditional cyber security
measures are no longer enough.

* It is now commonly accepted that it’s no longer a matter of ‘if’ but ‘when’
an organisation will suffer a cyber attack.

Preparation Detection Response Recovery Review

Prepare 1or allacks Irplerment response plan Raline response plan SOUfCE: Symantec
I Time Whitepaper




Four Step Approach

Manage and Protect

e Malware protection

e Data security

e Identity and access control

e Encryption, network security ...

Identify and detect

e Continuous monitoring of network and information systems to detect anomalies and potential cyber security
incidents before they can cause any significant damage.

Respond and recover

e Incident response management program
* Measures to ensure business continuity
e Restore normalcy as soon as possible

Govern and assure

e Such program and measures are a part of enterprise organization and built into business.
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The Internet of ransomware things... 30 BUCKS IN
BITCOIN, OR NEXT

TIME I SMELL
: SMOKE, I MGHT
HUNGRY? ONTIL You JUST LET YOU

PAY UP AND
IL UNLOCK THE NEXT TIME

YOU LEAVE, ITLL
COST YOU 100

Conclusion e fit

e Risk assessment must be
performed at the early phases
of product and service BUSY NG
definition, development. '-

e Security, privacy, and trust are
key aspects when designing _
Winning UX. = _ SEND ME 425 OR

; 4 é y I'LL TELL EVERYONE

OHN YOUR SOCIAL

NETWORK THAT YOU
WILL BE IN THE WERE STUPID ENOUGH

TO BUY AN INTERNET-

TRASH.
CONNECTED BROOM/

Source - https://www.reddit.com/r/lota/comments/6axglx/how_does_iota_help_with_the_huge_iot_security/
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Digiotouch Core Business

» Sustainable and Secure Digital Transformation
* Cloud based, secure, End-to-End Paradise loT Platform
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