Fair and open smart
cities: Helsinki
advancing with Mydata
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Opening data
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Personal Data

‘personal data’ means any information relating to an identified or
identifiable natural person (‘data subject’); an identifiable natural
person is one who can be identified, directly or indirectly, in particular
by reference to an identifier such as a name, an identification number,
location data, an online identifier or to one or more factors specific to
the physical, physiological, genetic, mental, economic, cultural or

social identity of that natural person;

(Source: GDPR Article 4, Definitions)
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Rethinking Personal Data:
A New Lens for

Strengthening Trust Personal data 1s becoming a
new economic “asset class’,
a valuable resource for the
21st century that will touch
all aspects of society.

World Economic Forum


http://www.weforum.org/reports/personal-data-emergence-new-asset-class

Improving lives and connecting people
VS.
Data breaches, leaks and misuse



TRUST IS BROKEN

...and even more...



Personal data we could use 1n our
everyday lives 1s NOT available.

We are not empowered.
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The core idea is that individuals should
be in control of their own data.

The MyData approach strengthens
digital human rights while opening
new opportunities for innovative
services based on personal data and
built on mutual trust.



Currently:

Organizations
manage the whole
value chain

Integrating data
from multiple
sources 1s hard

Future:

Specialized services
for different parts of
the value chain

Need mechanisms
for permissions
(consent etc.)

(=

Collect

Manage




Strengthen individual

Strengthen, rights and trust

harmonise and towards data Enable new
clarify data handling personal data
protection based services

Partly overlapping aims of the GDPR and MyData -approach



mydata.org/

For a just, sustainable, and prosperous digital society

G Formal — actionable rights
Q Data protection — data empowerment

e Closed — open ecosystems

https://mydata.org/declaration


https://mydata.org/declaration
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White papers

2014 (FI), 2015 (EN) and
2018 (FI)

MyData Alliance

40+ organizations
Facilitate pilots
Create interoperability

“People’s right to decide about
and monitor their personal
information will be enhanced”

“start MyData based pilot
projects”

Government agenda &
spearhead programmes
2015 —

Data

g Uy 2018

L/ [\

From vision to action

- future is now

International conferences 2016, 2017 & 2018
mydata2018.org

MyData Architecture - The Stack

MyData Architecture - The Stack

Download paper in PDF

this paper is a human centric approach to liberate the potential at

led flow from muttiple Data Sources to applications and sarvices.

It responds on a practical and techrical level to individuals growing demand for control over their own

food to

fulfil the

Specification + Code
Architecture
documentation &
Reference implementation


http://valtioneuvosto.fi/documents/10184/1427398/Ratkaisujen+Suomi_EN_YHDISTETTY_netti.pdf/8d2e1a66-e24a-4073-8303-ee3127fbfcac
http://mydata2018.org/
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https://mydex.org/
http://www.swissmedbank.ch/
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Helsinki committed to furthering mydata
principles

Helsinki has already taken first steps to -
this model by mapping the sources of o
the city’s personal data reserves and
drafting concepts for trying out MyData
solutions in the future.
https://www.hel.fi/uutiset/en/kaupunginka
nslia/helsinki-commits-to-furthering-
mydata-principles

Report states that at least 209 out of
almost 800 Helsinki’s IT systems
contain personal data

Sulkeissa tietotyypin tarkat esiintymiskerrat
65 henkilorekisteriselosteen otok
Prosenttiosuus kuvaa osuutta otokseen
valituista rekisteriselosteista, missa kyseinen
tietotyyppi esiintyy. Esimerkiksi sahkdposti ja
osoitetiedot esiintyivat n. 40% tapauksista.

TypeS Of personal data Vary -> Imag.es frf)m Sa'h.kc'jiner} agui:inti ja he:lgli,;’(:‘?tieto" .30% ) 40#
but email or address were included in palvluion konamisest e
40% of the cases Open knowiecge Frind 1.

Funded by Helsingin innovaatiorahasto.
https://docs.google.com/document/d/1nmg5kSZuzZgOk9E6WOKWCvHX
0Xyfkh_AYEAWt6gWAZCQ/edit
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https://www.hel.fi/uutiset/en/kaupunginkanslia/helsinki-commits-to-furthering-mydata-principles

Mydata supporting our
carbon neutrality targets
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Smart homes — more data

Apartment 1

Sun 14:50

Washing machine 54 W
Dishwasher 4w
Kitchen stove 320w
Fridge/Freezer 109W

Sockets: Bd1, Bd2 45W
Sockets: Livingroom 71 W

Water use

Recycling and waste

Sockets: Kitchen 14W—_ |
Lights: Living r., Bd1 21 W —
Total 639 W

Cold water 3 Litres

Total 3 Litres
Organic

Mixed

Cardboard

Paper

Dataa Kalasataman asukkaiden sahkon- ja
vedenkaytosta seka jatteiden kierratyksesta (lahde:
http://bit.ly/2buPUnP — CC BY 2.0)

15

10

0 Litres
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http://bit.ly/2buPUnP
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Increasing energy efficiency in private housing companies
with data-driven services

* Project partners:
» City of Helsinki (4 houses)
» City of Vantaa (2 houses)
e Green Building Council Finland
e HSY (online training)

* Forum Virium Helsinki (data collection and platform)

* Project outputs: Data Portal, Digital Services Guide, Online Training Platform .
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Sensor data (T,RH,CO,)
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o B L Too cold

Too hot
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Data Platform and GDPR

=
Service 1
Consent
o : (Contract)
< Service 2
>
>z .
— Service 3
(@)
u('_U —
n "
Legitimate
Interest
—
See also: L Y " ..
GDPR Article 6, S tg,',‘gj,ﬁgg';mt
Lawfulness of Processing
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Consent

Pauli Toivonen ‘
i

Tomperature

23( 43 % 3500?-'"

SUBSCRIOTIONS

It seems you don't have any
subscription. Let's check what
subscriptions can benefit for you.

GO TO SEE SUBSCRIPTIONS

.‘glmastoviisaat
#) taloyhtiot
7/23/201
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Consent

Pauli Toivonen SUBSCRIPTION LIST

Urho Kekkosen katu 7B,
Helsinki

i 43, 350, o h
gom M, o

SUBSCRIOTIONS

It seems you don't have any o e R s
subscription. Let's check what
subscriptions can benefit for you. {MO%
™5%
AN .
120% @) Imastoviisaat
Energy savi #| taloyhtiot
7/23/201
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Consent

Pauli Toivonen SUBSCRIPTION LIST SUBSCRIPTION LIST

Urho Kekkosen katu 7B,
Helsinki

Humidity O o dipiscing elit, sed dia 1my nit

23. |43 350... | P,

T™25% 1T15%

SUBSCRIOTIONS : severT  N25%  M5%
It seems you don't have any : die iy nadt 2t
subscription. Let's check what
subscriptions can benefit for you. 10% :ES;‘)R;SD ity
o smidity
PRICE
GO TO SEE SUBSCRIPTIONS ERVICE Lorem g d t amet ectetue
o Please read our terms and conditions and view our
Rrivacy policy here. *

/‘|\ 15% I have read and understood the terms and conditions
ette and consent to my details being stored *

PROVIDER piscing e, sod diom nonmimy ioh > limastoviisaat
120% ‘ ~7 taloyhtict
7/23/201
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Consent

Pauli Toivonen SUBSCRIPTION LIST SUBSCRIPTION LIST Pauliciiianch

Urho Kekkosen katu 7B,
Helsinki

Urho Kekkosen katu 7B,
Helsinki

Humidity \ ) g g elit 3 ymy nit : olit % ey Temperature 2 Humidity

23 43 350 | o s 23« 43 350, QY

T™25% 1T15%

SUBSCRIOTIONS ) BENEFIT /T\ZS% /1(\1 5%
i : 1, sed diam nonummy N U Nt snat conse et Wriesn ™M3% 1T5%
It seems you don't have any Cpcig Silvnaci o Energ y  EnemgyE
subscription. Let's check what o}
subscriptions can benefit for you. 210% e i o ; N
b ! ' —
.8 ¥ GO TO SERICE
PRICE
GO TO SEE SUBSCRIPTIONS ERVICE Lorem g 4 t amet ectetue
- Please read our terms and conditions and view our
Rrivacy policy here. *

/T\ 15% I have read and understood the terms and conditions

ette and consent to my details being stored *

120% : psaat

7/23/201
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CITIES FOR DIGITAL RIGHTS Cities Blog Download the declaration

CITIES . &
DIGITAL RIGHTS e

Read the declaration

Cities Coalition for Digital Rights is a joint initiative launched initially by Amsterdam, Barcelona and New York City that has the support of UN-Habitat, EUROCITIES,

CGLU and other participating cities to protect, promote and monitor residents’ and visitors' digital rights. City governments have already been taking actions.
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HELSINKI



Collaboration on Al Ethics

\ W ¢ ne . -
IVECULUIELLE Cities Become a member Signin

The Ethics of Using Artificial
Intelligence in city services

Smart London

. Jun11 - 6 min read *

There is great potential for the use of Artificial intelligence (AI) by cities. With the
help of Al, we can provide more responsive services to citizens. However, Al poses
ethical issues that need special attention, as Chief Digital Officers of London and

Helsinki here we explain why and suggest an approach for city government.
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How can we help you to create future city services in
Helsinki?

How can we shape the future of cities

together?

Hanna.niemi-hugaerts@forumvirium.fi
@CitySDK_Hanna

@ slideshare 'i vimeo , Linked [} forumvirium.fi



