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Development and

implementation of standards

Research &
pre-standardization work

Open platform for
knowledge sharing &
Forward looking research

ITU-T Study Group 20

Focus Group on
Data Processing
Management (FG-DPM)

United for Smart
Sustainable Cities (U4SSC)

ITU-T Activities on IoT & Smart Sustainable Cities

Resolution 98
Enhancing the standardization of 0T
and Smart Cities and Communities
for global development

Considers the importance of
loT to contribute to achieving the 2030
Agenda for Sustainable Development.




ITU-T Study Group 20: Internet of things (loT) and smart cities and
communities (SC&C)

Lead study group on

Responsible for studies Internet of things
relating to loT and its (IoT) and its
applications, and smart cities applications
and communities (SC&QC).

It includes studies relating to Smart Cities and

Big data aspects of loT and Communities , : :
SC&C, e-services and smart (SC&Q), including 2 Working Parties 7 Questions
services for SC&C S iee
and smart services
4 Regional Groups

loT identification Over 100 International experts
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ITU-T Study Group 20: Internet of things (loT) and Smart Cities and
Communities (SC&C)

Lead study group on

Responsible for studies u
relating to loT and its

|
applications, and smart cities

and communities (SC&CQ).

It includes studies relating to
Big data aspects of loT and .

SC&(C, e-services and smart
services for SC&C

Examples of Standardization Work:

Y.infra, Overview of city infrastructure
Y.SC-OpenData, Framework of open data in
smart cities

Y.ism-ssc, Technical framework for integrated
sensing and management system

Y.isw-ssc, The integrated sensor web resource
metadata for smart sustainable cities
Y.SCC-Regts, Common requirements and
capabilities of smart cities and communities from
loT and ICT perspectives

Y.SCC-Use-Cases, Use cases of smatrt cities
and communities



Most recent approved ITU-T Recommendations

Recommendation ITU-T Y.4114 " Specific requirements

and capabilities of the IoT for Big Data".

This Recommendation complements the developments on common
requirements of the 10T [ITU-T Y.2066] and functional framework of the
loT [ITU-T Y.2068] in terms of the specific requirements and capabilities
that the 10T is expected to support in order to address the challenges
related to Big Data.

Recommendation ITU-T Y.4115 "Reference architecture for IoT device
capability exposure".

This Recommendation specifies reference architecture of IoT device capability exposure (IoT
DCE) which supports |oT applications in DCE devices (e.g., smart phones, tablets and home
gateways) to access device capabilities exposed by loT devices connected to the DCE device.

Recommendation ITU-T Y.4805 “ldentifier service requirements for the

interoperability of Smart City applications”.

This Recommendation explores the set of requirements for identifier services used in Smart City.
An identifier service for Smart City must be scalable and secure, and not only promote
interoperability among different Smart City applications, but also compatible with any existing

practlcgs |_-n theTpﬁlcatlon domain.

Ilc ITlI-la: Ih: J:n.lmcl
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Recommendation ITU-T Y4114




Problems Space of Smart Cities and Communities is vast..
[Interoperability & Interworking — Security\Privacy — Engagement
and Adoption — Monetization — Sustaibllity ...etc.]

Lack of Interoperabllity/Interworking Frameworks in Specific
Industry Domains

JShaass
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In complex systems of systems (smart cities), adopting an
interoperable architecture and selecting optimal integration points to
satisfy stakeholders’ requirements is challenging!

Let’s pick one system: ‘ITS: requires the integration of many different
technologies and the buy in of so many different stakeholders.

T

@) Speed Detecting Systems &)} Weigh in Motion

Tolling = Environmental

==/ Monitoring

Pover] Traffic Management ‘% Collision Detection
%\ Passenger Information @ Disaster Response
/ Systems Management

Emergency Services 4=) Connected Vehicles
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The ITS industry standardization streams: NTCIP (C2C, C2F, F2C), DATEX Il
(C2C), & Urban Traffic Controllers (e.g. OCIT, SCATS, SCOQOT)

Travelers Centers
Remote Traffic Emergency Toll Commercial | Mo
gﬂ%ﬁ!ﬁi ‘ Management Management Administration Administration Management
Infromation P : Fleet and .
: Emissions Transit Archived Data
Service Freight
In?ggfr?ar{?m Provider | Management Management Management Management
Access I I I I

@lde Area ereless (Mobile) Communications}{ NTCIP —3» Wireline (Fixed-Point to Fixed-Point) Communications -«f— NTCIID

R )
b Vehicle =
=
2 ]
o [ S Roadway |
— Emergency =
E Vehicle E
E S Toll Collections
3 Commercial x
= Vehicle =
= § Parking
< Ir?]rjsllt S Management
o ehicle oA
2 D Co&wmeroal
) h—
= Maintenance & ehicle
@ . Construction - g . Check
Vehicle Vehicles = Roadside
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The ITS industry standardization streams: NTCIP (C2C, C2F, F2C), DATEX Il
(C2C), & Urban Traffic Controllers (e.g. OCIT, SCATS, SCOQOT)

Centralized level

"~ Centralized planning, control, and monitoring applications, as well as other traffic h
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Can we integrate an OCIT RSU with loT
environmental sensors? Proximity? Incidents?

Backend analytics for incident detection and
management requires edge/backend (cloud
capabilities?

How can we extend functionalities of OCIT, SCATS,
SCOOT specs?

What KPIs are we achieving by implementing an
ITS system? What are the objectives? The system
is driven by many stakeholders.

OCIT interfaces for
infrastructure.

cooperative  city
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Lack of Interoperabillity/Interworking in loT/Smart City Platforms
(Systems and Sub-functions Levels)



There are so many loT and smart city platforms which may or may not be
living in silos.

Apps
T ? Can an environmental monitoring platform
communicate with an ITS platform and/or
trigger a certain urban traffic controller @ the
occurrence of a certain incident?
How?
Devices

Tl -
SRR NT R A
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Let us take an example:
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Platforms + Data APIs Standardization



Platforms | Data APIs

Services interface

Context management Data Storage Admin APIs

Security APIs Marketplace APIs
APls APls

e-Goverment Transportation

support support
. Feedback and
Catalog Offers/Orders Revenue Reputation

t n 2
Managemen Management Management Seivice

< 2i

Security
Customer License SLA Peering

Management Management Management Management

Policy
Management

Open data

portal Interoperability

interface

Monitoring

Transparency and Accountability Service

Services and applications

o
|
1
1
1
1
1
1
|
1
1
1
|
|
1
1
1
1
1
1
1
1
1

Audit

Administration
& Configuration

Private =  Open

Logging Real-time Big data i e

Data Data. repository
management  analysis GIS

Identity
Management

Data Connectors

0AM

Context Context Data Broker
Event

Processing

Context

Configuration
Availability

Device Manager
Common Query &
Data Subscription
Models
Adapter

Abstract Tagging

Avuthentication
Avuthorization
Accounting

Command

dispatcher lol Agents

Platform
Monitoring

Acquisition interface
Context management Standard & Custom loT
APls Protocols

Data Protection
and Privacy




But..

If platforms (technologies) are not endorsed or used by
relevant stakeholders

They will be useless!

The wider the stakeholders group involved.. the higher the
Impact.



United for Smart Sustainable Cities (U4SSC) —
UN Initiative

Setting the Framework
' WG

U4SSC is a global platform for

Pimar .
. . m  Urban planning
smart city stakeholders Wthh U if“, m Policy, standards & regulation
advocates for public policy to . = Key performance indicators
encourage the use of ICTs to
facilitate the transition to S _ " .
inable citi “?, \ Connecting Cities and Communities
smart sustainable cities. e
s m  Smart living
JOIN us now! = Smart mobility

m  Smart environment

Secretariat:
Contact; udssc@itu.int

Enhancing Innovation & Participation

m  Smart governance
m  Smart people
m  Smart economy

“ WG
Pillar

[ A Virtual Meeting every month! J
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http://www.itu.int/en/ITU-T/ssc/united/Pages/default.aspx
http://www.itu.int/en/ITU-T/ssc/united/Pages/default.aspx
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On the sub-functions levels:

Two approaches.. either create a “thick™ horizontal layer
(unifying common services/sub-functions) or pick a common
sub-function and segregate it horizontally..

How thick should you design your layer (15t approach), and in
case of the 2"d approach, which layer to choose?



oneM2M focused on developing a common services horizontal
framework for the application layer.. now ITU-T Standards..

\

Energy
Application

. 1
Automotive Home Energy Communication Technologies

Application | | Application | | Application and Pratocols

o SN A .
Applications Layer: Services Layer: Network Layer:
* Smart Energy oneM2M includes a common Applications talk to
* Asset Tracking services horizontal framework the APls to communicate
* Fleet Management supporting Restful APls to sensors

S,
. L NTRA



Framework for Service Discovery Interworking is being developed to solve the
problem of the use of different service discovery protocols by different loT
service platforms. Cross-platform service discovery is hence needed.

loT Service
Platform

Platform

B c loT Service A loT Service B
. . . : ‘ 8 - . . e.g. Medical & Healthcare Each loT service function has different service discovery protocol [ Sk e LI T R
Service Discovery Service Discovery Service Discovery Service Discovery
Protocol Protocol Protocol Protocol Data representation type : x > Data representation type
Semantic analysis < x > Semantic analysis
Management and Control ¢ x > Management and Control

It cannot interwork in heterogeneous loT service environment

Se—

| The functionality for cross-platform service disco;lery
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ITU-T SG20 draft Recommendation ITU-T Y.loT-sd-arch is being developed to
define the functional architecture of service discovery for interworking
between heterogeneous loT platforms.

loT Service Platform A loT Service Platform B o ervice Platform D
ToTserviceTFiatiormv ey fot service Fatiorm B

Detection of different service discovery mechanisms

Integration of different service discovery information

Service Discovery Protocol Transmission System Device Profiles

( Cross-platform service discovery Service discovery Service discove
management security

e B N | BN | EEENY




A typical architecture of an existing BMS with an upgrade path
towards BACnet.

Web browser | server Workstation workstation

How can we integrate
a——— this BMS architecture
with other platforms?

Management
level

| Ethernet / IP

[ |

" —
£
B3
§3 .
s LON to BACnet router/gateway  Automation level controllers Third party
[ [ — | integrator
Field bus: Lonworks/BACnet/Proprietar '
I I Of erator / e . Third party
terminal I I ! I systems
= ey — Field level controllers
E . “—‘ ‘-J i,- i .-a @/ = -— VAV
- LON'contr(:IIers 4 | - Q ’ﬂg i® controller
-.;—‘: : L 1 Room
| | | Plant controls controls

AC(U&tO[S 9 t_“

Sensors Room controls Chiller Sensors and valves Fan coils VAV box

*NTRA
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Lack of Interoperablility Frameworks between Gateways of Specific
Industries/Verticals

Is creating fat gateways a feasible solution?



In a scenario where there are multiple gateways operating in a single complex

systems..
direction?

z Web browser Server Workstation Workstation T Infastructure Nde (IN) Infrastructure domain
E = ?’ :I _5_”- 1 CTUINAE CTTTTNAE
1) e e o - s 4 =88 |\ .  Trmmmmmm Ma | e | T
4 § o x S I - ? %Mca To an Infrastructure Node of
é s c : = ; I - - - IN-CSE e Oter M2M Service Providers
I l ’ ’ cn
’ []
I | | Ethernet /1P | _ aE——— ' 1 e Field domain
: = -T
- . - ‘ Mec ==
| 0= = ﬁ- ﬁ | =
¥ -l il B
3 LON to BACnet router/qateway =muteaation level controllers Third Pt tysse ~ w
| =~ - integrator | = ~ - == :
1 — Mee
Sy Men .
—I—I—I— oferator Field bus: Lonworks/BA(net/Propr?l'arP 7h1’d‘paﬁy -l : . ‘
. LS termi na' I l I ] SyStemS I AlmNat‘;ﬂthﬂi‘I'Cﬂted Applicatiu(n Ser]\rice Node : Application Dedicated : Application Service Node
T gl & l - Field level controllers : o e ! Node (ADN) w s
> -_'_'j _— E 4 ‘ ADN-AE | ! ‘_ |
1] o - ! ASN-AE | ADN-AE —
o LON controllers 'q' 'ﬁﬂ e E‘ i | : ' ' |
E ' T] , controller ! i Mea | ‘
Y ! ‘ | [ | I
3 = -- Room P A * *
| | | Plant controls controls | T men | ‘ |
. | ! i l l
Lt I | |
. . ﬂ H& . 4 H Non- ontMZM Non- oneMZM Non-oneM2M Non-oneM2M Non-oneM2M Non-oneM2M Non-oneM2M
ACtU ators @ “ I Device Node Device Node Device Node Device Node Device Node Device Node Device Node
Sensors Room controls Chiller Sensors and valves Fancoils VAV box I (oot (NoDN) (oo} (NeDN) (NoDH) (DM} (NaDN)
I- E One ormore AE | ; ZeoormoreAE - - - - - - Link is out of scope
_Taking BACnet and Recommendation ITU-T Y.4500.1 erI\/IZI\/I — Functional architecture” as an example. |
| .':II
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Interoperability at which level, and control and coordination in which




Selecting optimal points Is necessary while

taking into consideration the Impact of pushing intelligence
and computing towards the edge.



ITU-T SG20 Draft Recommendation Y.oT-EC-reqts on “loT
requirements for edge computing”.

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

IoT |
devicesi

,,,,,,,,,,,,,,,,,,,,,,,,,,

/
/
!
!
!
I
! |
l’ !
, ToT |
I
! dev1cesi
1
1 I
I
\

IoT
IoT platform application
server

ToT
— application
! . gateway server
C ol |
' devices i ‘ ! o , | .
. ! 1 tAccess Network P ! ; .
\ 10T Area Network | | | CoreAetwork Centre

ToT

application Lol

platform

server

~-Edge_-————"”/<
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ITU-T Holistic Interop Frameworks @ Different Levels of loT/Smairt
City Technology Stack is done hand in hand with the Policy
Dimension and International Engagements
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Takeaways: Interoperability by Design

* Interop @
* Device/Gateway Level .. Edge .. New Global Identifiers..
* Representation and Abstraction Levels (of Devices, Services)
e Platform Level (System Level)
 Platform Specific Functionalities (i.e. Cross-Platform Service Discovery)
e Data Models

* Multi-Stakeholders Policy Enabling Instruments



Thank you

ramy.ahmed@ieee.org
ramy.ahmed@ties.itu.int
Twitter: @ramyafathy
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