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EXECUTIVE SUMMARY I

The U4loT project is a Coordination and Support Action (CSA) for the European Large
Scale Pilots (LSPs) in the context of the Internet of Things (IoT). The goal of the U4loT
project is to facilitate the end-user engagement for LSPs. To achieve its objective, the
project provides the LSPs with a toolkit for end-user engagement including online
resources, guidelines, a privacy game for personal data protection risk assessment,
online training modules and finally, crowdsourcing tools, the latter of which are
described in this document.

The crowdsourcing tools are composed of three elements: a mobile application with
a strong focus on crowdsourcing and crowd-sensing; a website permitting
interactions between users and loT devices (users’ smartphones and the |oT testbeds’
sensors and actuators); and a survey tool. The LSPs will be able to use the application
to push surveys to specific groups of users for direct feedback and collate all the
data using the website. Not only that, but the application can also collect data from
users’ smartphones (dependant on them granfing permission) and providing
quantitative data on top of the qualitative data.

All the tools described in this document were developed and tested as part of the
European loT Lab project (Oct 2013 - Sep 2016) - a research platform exploring the
potential of crowdsourcing and Internet of Things for multidisciplinary research with
increased user interactions - it was then improved to fit with the requirements of
U4loT.

This document describes and explains the improved versions of the crowdsourcing

tools provided initially by loT Lab. This document can be considered as a user guide
for the LSPs and it is addressed to the partners of the five LSPs and their end-users.
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SECTION 1: THE MOBILE APPLICATION [

INTRODUCTION

The mobile application used for the U4loT project is an improved version of the
mobile application developed during the loT Lab project. The main features of the
mobile application are as follows:

e The ability of the mobile application user to participate in research and
related experiments.

e The sharing of data generated by the smartphone’s sensors.

e The ability of the user to participate in surveys linked to research.
e The ability to propose new ideas and suggestions.

e The ability to rate ideas proposed by other users.

The main limitation of the 10T Lab mobile application was that it was only available
on Android phones. The updated application for U4loT has been rewritten using
Xamarin! meaning that it is now also available for iOS.

The user interface has been updated with a new, more modern look that aids the
user experience and several bugs in the original application have been fixed.

The loT Lab platform and the U4loT project have the same goal: to encourage the
general public to change the world by using new technologies related to the
Internet of Things.

When the smartphone applications are ready, they will be available through the
U4loT tools website here: hitp://udiot.eu/udiot-tools.ntml#44

HOW TO USE THE MOBILE APPLICATION

Installation
Google Play

1. Go directly to https://play.google.com/store/apps/detailseid=eu.iotlab.loTLab
with your Web browser on your Android phone.

2. Click on the "Install" button.

3. Then, the application will be downloaded and installed automatically.

Other solution:
1. Open the application named "Play Store".
2. On the search bar, enter “iotlab" or "iot lab".

1 hitps://www .xamarin.com
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3. Inthe results list, click on the application named "loT Lab" with "Mandat
International” as publisher.

4. Then, click on the "Install" button.

5. Finally, the application will be downloaded and installed automatically.

Apple Store

6. From the home-screen of your iPhone, first make sure you have access to about
40MB of mobile data or a wifi network and then select the icon labelled *App
Store™.

7. Using the store’s search function, search for “iot lab".

8. Select the app featuring the same image as seen in Figure 1 and download the

app.

First use

After the successful installation of the mobile application on your smartphone, there
are several steps to complete during your first use of the application.

First of all, a welcome text is displayed and contains important information about the
application, its goals and its features:

¥4 H88% 10:39

loT Lab

Crowdsource The Future

Welcome to the loT Lab app!

With the loT Lab application, you are joining

a community for participatory research and
experiments. You will be able to suggest,
assess, rank and take part in many research
and experiments, with a transparent and fully
privacy-friendly application. You will contribute
to solve questions and make science progress
for a smarter and better world.

This app main purpose is to support research
activites with a privacy by design approach. The
app enables to collect inputs and feedbacks
from participants, to share embedded sensor
data, and to engage &nd users in research

Figure 1: Welcome text
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The second screen of the application shows the principles for privacy and the license
agreement:

¥4 H88% 10:39

Ethical principles and license
agreement

By using and interacting with the loT Lab
platform, all users explicitly acknowledge,
understand and agree to be bound by the

loT Lab rules which are available on the
www.iotlab.eu website, including by the
following contractual clauses:

All users commit to respect and make respect
the rules and guidelines of the loT Lab.

Guiding Principles:

+ Respect privacy, personal data protection and
freedom of choice;

* Principle of prior informed consent: inform and
request users’ consent before collecting any
personal data;

+ Purpose limitation: pesoiial data will

ACCEPT

Figure 2: Ethical principles and license agreement

After accepting the license agreement, you set the parameters for data-sharing. The
first setting concerns the data generated by the phone's sensors like the light sensor,
the magnetometer, the accelerometer and the gyroscope. The second setting
concerns the sharing of the phone’s location data from sources such as GPS,
GLONASS and, in the future, Galileo. Finally, you can select which domains are most
interesting for you.
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¥4 B88% 10:40

Sharing settings

You can choose which data you wish to
anonymously share with researchers. These
settings can be changed later.

Sensor sharing

Location sharing

Domains of interest

Figure 3: Sharing settings
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(S V.4 BB88% 10:40

Domains of interest X

Your domains of interest, used to propose the research
which might be intersting for you

Choices

Agriculture

Energy

Environment Health

Human rights and humanitarian

Science

Sociology and social inclusion

Sports and leisures

Transport and mobility

Economy and retail ,
< o 0

Figure 4: Domains of interest for the user

The final part is the completion of your socio-economic profile, however, this is not
mandatory and any data given by the user are fully anonymised. The goal of the
socio-economic profile is to target specific users depending on particular socio-
economic criteria. For example, if a research project or experiment is targeting older
individuals, an age filter can be used to send a survey only to these people.

© 2017-2019 UdloT Page 12 of 56
Co-funded by the Horizon 2020
Framework Programme of the European Union



D1.2: Crowdsourcing and survey tool for LSPs (V 1.0)

¥4 B 58% 10:40

Anonymised socio-economic
profile

Socio-economic profiles are useful to ensure
balanced and representative results. It is fully
anonymized and optional.

Username

DIVE IN!

O

Figure 5: Anonymised socio-economic profile

Homepage

The following image shows the homepage of the mobile application:
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g @ 76% 18:21

© %

Explore the loT Lab platform

@ =
Research SIWES

Notifications

Hi!

Q You will find the news and notifications...

L Q 8 Q o

Home Resea... Surve... Ideas Around

Figure 6: Homepage of the mobile application

The main screen of the mobile application is composed of four large buttons:
“Research”, “Surveys”, “ldeas” and “Around”. Beneath these buttons, there is an
area dedicated to nofifications sent by the researchers who are managing the
different research projects and experiments on the 10T Lab platform. For example, a
nofification sent by a researcher and then displayed on the application could be an
announcement of a new survey linked to a research project in which the user is
currently taking part. At the bottom of the screen, five buttons are permanently
available to the user to navigate throughout the application and are the same as
the four previously mentioned plus the “Home" button. Finally, on the top right of the
homepage, two buttons, namely “About” and “Settings” respectively, provide
information about the loT Lab project and all the settings of the mobile application.

Research

By clicking on the “Research” button, the user arrives at the list of all active research
projects:
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(S Y. m77% 1608
Research O &
PARTICIPATIONS MY INTERESTS
Test-JAEM
@ 01/01/2017-31/12/2017 >

= Undersdkning om hur mobiltelefonsanvéndares snitt...

U4loT research project
@ 11/09/2017 - 31/12/2017 >

= User engagement for Large Scale Pilots (LSPs).

A OC H Q Q

Home Resea... Surve... Ideas Around

Figure 7: List of research projects

In addition to being able to see the entire list of research projects, they can be
classified based on either the projects in which the user is participating or on the
user's domains of interest. Two buttons (“Participations” and “My interests”) at the
top of the screen permit the desired classification - touching the button toggles the
filter on and off. The following picture illustrates the classification by the user’s
participation: only the research project in which the user is currently enlisted is
displayed:
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S

4 H77% 16:08

©

Research

PARTICIPATIONS MY INTERESTS

U4loT research project
@ 11/09/2017 -31/12/2017

= User engagement for Large Scale Pilots (LSPs).

A OC H Q Q

Home Resea... Surve... Ideas Around

Figure 8: The research project in which the user is currently taking part

The user can select the desired research project to get all the details of this project
as shown below:
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(S 4 m77% 1608

& Research details

= Description

User engagement for Large Scale Pilots (LSPs).

) Objectives

To promote and to facilitate the user
engagement across the five LSPs.

(© Date range £8 Beneficiaries
11/09/17 - 31/12/17 LSPs, European
citizens
LEAVE CONTACT
A @) a Q 0
Home Resea... Surve... Ideas Around

Figure 9: Details of a research project

The names of the research project and organisation leading the project are
displayed at the top of the screen followed by the description and the objectives of
the project underneath. The duration of the project is shown with the start and end
dates as well as the beneficiaries of the project. A button “Enroll/Leave” permits the
user to join or leave the project. A second button labelled “Contact” sends a
message written by the user to the researcher. This message is sent anonymously.

When a participant is registering to take part in something arranged by an LSP, they
will come to this part of the application and find the LSP’s research project once it's
been activated on the IoT Lab website. Detailed information regarding use of the
website is given in Section 2.

Surveys

The button “Surveys” leads to the list of current surveys available on the loT Lab
platform:
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g @ 76% 18:22

©

Measuring Smart Sustainable Cities

= This survey asks the citizens for their views about the..

Smart HEPIA

>
= Economies d'énergie a 'HEPIA

f O = Q

Home Resea...

Q

Around

Figure 10: List of surveys

Surve... Ideas

To access a survey, a simple click on the desired questionnaire is sufficient and the
application shows the survey stored in the LimeSurvey server as displayed here:
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Measuring Smart Sustainable... & X

Udl¢
N

Measuring Smart Sustainable Cities

0% ( ) 100%

General Info
General Location info

1 What is your City's name?

[Geneva J

2 In which Country is your city?

switzerland ]

Previous | | Next

Exit and clear survey

Powered by LimeSurvey

This template is distributed under GPL licence
LimeSurvey is Free software

Figure 11: Example of a survey

Surveys run through a dedicated server known as LimeSurvey and new surveys must
be generated there. It features several templates and the default template has
been changed to match the design of the crowdsourcing application. Since the
surveys run remotely, at time of writing, it is not possible to complete surveys without
some kind of data connection. However, the data requirements of the average
survey are low. Full details on controlling the survey aspect of your crowdsourcing
efforts are provided in Section 3.

Ideas

The section “Ideas” on the mobile application permits each user to propose new
ideas in any of the domains linked to the Internet of Things and to rate the ideas
written by the other users.

The user can submit a new idea by touching the blue button with the “+" sign at the
bottom of the screen as shown in the following picture:
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%4 @76% 18:26

©

MY IDEAS ONLY SORT BY DATE CATEGORY FILTER

Flying Drone Forest Calculation
[ Environment Health . 0. 6.8 & ¢ >

= Use drones to automatically via cameras and sens...

The Power and Heat monitor
[ Others 1. 0.6 6 &*¢ >

Automated data collection from appartments, offic...

[ Energy L 0.6 6 &*¢ >

Emergency Handling At ICT2015
*hkkt >

e people attendi...

[ Transport and mobility,

= theideais to monitor

L Q 8 Q 4

Home Resea... Surve... Ideas Around

Figure 12: Button to propose a new idea

The user should enter the following information when proposing a new idea: a title, a
category from the given list, the location and a description of the new idea. This is
illustrated below:
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(S g @m76% 18:24

Propose an idea X

UdloT

Category

Technology

Location

Geneva

Description

App for user engagement

PROPOSE

Figure 13: Propose a new idea

The ideas can be ranked by users’ ratings, by the date of creation or by category.
Additionally, the user can choose to see only his own ideas. The necessary buttons
are available at the top of the screen. The following image shows the ideas
proposed by the user himself and no ideas submitted by other users:
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g @ 76% 18:25

© ©

MY IDEAS ONLY SORT BY DATE CATEGORY FILTER
testcc

[ Energy WWIWWW »
= find the truth

U4loT

[ Technology OO YW >

= App for user engagement

L Q 8 Q 4

Home Resea... Surve... Ideas Around

Figure 14: Ideas proposed by the owner of the phone

The following picture shows the ideas ranked according to the votes made by loT
Lab users:
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%4 @76% 18:26

©

MY IDEAS ONLY SORT BY DATE CATEGORY FILTER

Flying Drone Forest Calculation
[ Environment Health . 0. 6.8 & ¢ >

= Use drones to automatically via cameras and sens...

The Power and Heat monitor
[ Others 1. 0.6 6 &*¢ >

Automated data collection from appartments, offic...

[ Energy L 0.6 6 &*¢ >

Emergency Handling At ICT2015
*hkkt >

e people attendi...

[ Transport and mobility,

= theideais to monitor

L Q 8 Q 4

Home Resea... Surve... Ideas Around

Figure 15: Ideas ranked by rating

As mentioned earlier, the following image illustrates the classification of all ideas by
date of creation:

©2017-2019 U4loT Page 23 of 56 -
Co-funded by the Horizon 2020

Framework Programme of the European Union



D1.2: Crowdsourcing and survey tool for LSPs (V 1.0)

"d W 76% 18:26

©

MY IDEAS ONLY SORT BY RATING CATEGORY FILTER
UdloT
[ Technology TN W >

= App for user engagement

Very very very very very very ver...
[ Agriculture WRRWRW >
F

New idea should appear
[ Agriculture WRRRW >
D

New idea modal should close

[ Others W W W W >
= Seetitle

L @ E Q Q
Home Resea... Surve... Ideas Around

Figure 16: Ideas ranked by date

The ideas can also be ranked by category. For example, the category “Technology”
was selected and the corresponding result is:
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MY IDEAS ONLY SORT BY RATING

UdloT

[ Technology

= App for user engagement

Taibur
[ Technology

Rahman

Health Care
[ Technology

= providing remote health care

Inte Kul

[ Technology

= test

f Q 8

Home Resea... Surve...

54 @76% 18:26

®

e

CATEGORY FILTER

W T W W

¥ 3¢ 77 W W

L 8 6 & ‘%

L 0 6 (RAGAe

Q

Ideas

Q

Around

Figure 17: Ideas ranked by category

Each idea can be rated by the users of the 10T Lab platform. The process of rating is
simple: click on the desired idea and it appears on-screen like this:
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Figure 18: An example of an idea

The idea is composed of a title (“Health Care”, for instance), a description, the
average rating (e.g. “3.3"), the number of votes (e.g. "“4"), the category
(“Technology”, for instance), the date and the time of creation. Then, three buttons
are used to rate this idea. The left button decreases the current value of the rating
displayed on the central button (“2.5” in the example) and the right button increases
the value of the rating. When the user is happy with the value of the rating shown in
the central button, the user submits his rating by clicking on the central button.

The user cannot rate his own ideas - the central button is disabled as shown in this
illustration:
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Figure 19: User's idea

The LSPs can use this feature to get new ideas from their end-users and see in an
infuitive way what's popular and what's not. It also gives the LSP partners an
opportunity to throw out their own ideas and see which ones get the most traction.

Around

The “Around” part of the IoT Lab mobile application displays a map showing all the
resources available in the vicinity of the user’'s phone. To work correctly, localisation
must be enabled on the user’'s phone. Clicking on a pin on the map displays some
information about the resource:
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Figure 20: A resource on the map

Future iterations of this feature will show more information about the various loT
devices.

Notifications

The researchers can send nofifications to phones to make users aware of new
surveys, research activities involving the users themselves and more. On iOS, users
need to expressly allow nofifications on the main screen in their phone's settings. The
notifications are displayed on the main page of the mobile application at the
bottom of the screen:
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Figure 21: Notifications on the homepage

By clicking on a notification, a pop-up window will appear on the screen of the
phone. This window contains the title of the noftification and the notification’s text:
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Hi!
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notified if a researcher selects your
device to be part of an experiment.

OK

Figure 22: Notification

About

The information concerning the loT Lab platform is available by clicking the
corresponding button at the top-right of the application. The icon of this button
contains an “i” sign.
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Who is involved?

Contact us

Send us an email.
Figure 23: About

The “About” section presents all the information related to the 10T Lab platform and
the mobile application described in this document. The objectives, the principles of
crowdsourcing, the ethics, privacy and license agreement are all explained in the
first part of the “About” page. Afterwards, the l1oT Lab project, now an association, is
presented, in particular the consortium, notably through links leading to the loT Lab
website at hitp://www.iotlab.eu. The user can contact the 10T Lab associatfion by
email from the “About” part of the application. It is also possible for the user to
delete his account from this page.

Settings

The settings are reachable from any page in the application by clicking on the
button resembling a cog-wheel at the top-right of the screen. The page is displayed
here:
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Figure 24: Settings

First of all, the permissions to use the smartphone's sensors inside the mobile
application can be changed by the user. If the permission of a sensor is not granted
by the user, no data provided by this sensor can be collected or sent to the loT Lab
platform. The user can also modify his domains of interest which had been previously
chosen during their first use of the mobile application. A research code can be
entered by the user to participate in research projects using this feature. The
principle of the research code will be explained later in the chapter dedicated to
the 1oT Lab website. Finally, the socio-economic profile provided by the user at the
beginning can be completely modified; the personal data composing the user’s
profile are anonymised and securely stored to ensure adequate data privacy.
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SECTION 2: THE WEBSITE [

INTRODUCTION

The loT Lab website (hitp://www.iotlab.eu) permits researchers to interact with the
users of the mobile application. There are two main methods for involving the crowd
in research projects run via the loT Lab platform: either using the surveys or the
sensors installed on the smartphones. The sensors, which are part of 1oT, are handled
via the website and how one interacts with them is described in this chapter.

HOW TO USE THE WEBSITE

Registration on the website

First of all, the user of the loT Lab platform needs to be registered by completing the
form at this address: hitp://www.iotlab.eu/Account/Logln. The mandatory fields of
the form are: the role of the user, their username, their email address and their
password. Four roles are available for the user: researcher, testbed owner, sponsor
and charity. The researcher is the main user of the IoT Lab website and creates
research projects and experiments using all the resources provided by the loT Lab
platform such as the sensors and actuators installed in the different testbeds across
Europe, the smart phones and the surveys. The testbed owner makes the resources
(sensors and actuators), which are available on his testbed, available to the loT Lab
platform. The sponsor can fund or support the platform. The charity can receive
donations from users of the loT platform. In this document, the features available to
the U4loT researchers are fully explained as the other roles are not relevant in the
frame of the U4loT project.

@ Logln - IoT Lab x \oF E}@g
iotlab.eu/Accaunt/Logln @ || Q Rechercher B 9+ A 45 A §;. =
W Py T
mwe-' S . gy \ T3 Y
‘ Join the wisdom of the crowd! Log in / Join us! "
‘. P | N — A ) S|
loT Lab
Crowdsource The Future Researcher H
Desired Username
Home -
Email

loT Lab in a nutshell Password |

> Join the wisdom of Retype Password

the crowd

1 Additional user info

> Lead a research
Country
> loT & Crowdsourcing
Hometown
Support/fund loT Lab
research Address

> loT Lab project Phane number

X ' Select category H N
- Dr’w R.-FH'HF:

Figure 25: Form to be completed by a new user
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Next, the user can complete other non-mandatory fields like country, hometown,
address, phone number, category (academic, industrial, other), a public
pseudonym, a short CV, the domain of research and the organisation.

Once the wuser's registration has been approved by the loT Lab platform
administrator, the new researcher can connect to the website and begin his loT-
research project.

& MyhccountisResearcher - 10 %

('\(—‘l@ wwww iotlab.eu/LeadAResearch/MyAccountAsResearcher a Ho\pgg.ugr:,wf, |ﬁ|§ s A 450 ‘&I s | =

‘ [N/ Join the wisdom of the crowd! Mandat Intemational ~
l_ CL

T o~

@ MY ACCOUNT AS RESEARCHER
IOT I.ab Messages &4

Crowdsource The Future

Home

loT Lab in a nutshell

> Join the wisdom of
the crowd Eleatiinglag

> Lead a research

> My account as researcher

> My research projects

Create a new research

My activity log

Modelled testbed Get inspired 0Ongoing research
VR app of the modelled

Figure 26: Main page for the researcher

Create a new research project

First of all, the new researcher must create a new research project before creating
any experiments with the resources of the IoT Lab platform. They click on the button
“Create a new research project” on the main page of their account. A new form
appears and must be completed by the researcher. This form corresponds to the
profile of the research project as shown in the following screenshot:
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| @ CreateResearchProfile - IoT x\+

_(-_ @  www.iotlab.eu/LeadAResearch/CreateResearchPrafile @ || Q Rechercher wBa 9 3 A 45 A £ o =
@ My account as researcher / My research projects / Create research project profile
CREATE RESEARCH PROJECT PROFILE
loT Lab
Crowdsource The Future

Research profile

Title* U4loT user engagement |
Home 1
Start date 21/09/2017
loT Lab in a nutshell
End date 31/12/2017
> Join the wisdom of
the crowd Description Research to involve the users in the Large Scale Pilots
> Lead a research
Category Sociology and sacial inclusion EI
> My account as researcher
Objectives Involve the European citizens in the Large Scale Pilots

using crowdsourcing and survey tools.

Beneficiaries Europeans citizens, researchers

Optional remarks Optional remarks
> loT & Crowdsourcing

Figure 27: Form for a new research project

The profile of a research project contains different parts: a title, a start date, an end
date, the description of the research project, the objectives of the project, the
beneficiaries and finally, optional remarks. Only the ftitle of the project is mandatory.

After saving the profile, the corresponding research dashboard is displayed on the
screen:

J/@ ReseerchDeshboard - IoT Lab % | o 7|

(- @ & | www.iotlab.eu/LeadAResearch/ResearchDashboard?researchiD=3638ActiveTab=profile & |[Q rechercher 4B 9+ A 45 a B =
@ My account as researcher / My research projects / Research dashboard .
RESEARCH DASHBOARD
loT Lab
Crowdsource The Future

U4loT user engagement
21/09/2017 - 31/12/2017 Notification £

m

Home

Research profile Crowd interactions loT interactions Upload reports
loT Lab in a nutshell

& Set project to completed

=]

> Join the wisdom of

the crowd (3] Set research to accept donations —
Title U4leT user engagement
> Lead a research
Start date 21/09/2017
> My account as researcher End date 31/12/2017
Description Research to involve the users in the Large Scale Pilots.
Objectives Involve the European citizens in the Large Scale Pilots using
My activity log crowdsourcing and survey tools.
Modelled testbed Beneficiaries Europeans citizens, researchers
VR app of the modelled Optional remarks

testbed

> 0T & Crowdsourcing

Figure 28: Research dashboard

All the information entered previously by the researcher is shown in the web browser.
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My research projects

When the researcher has clicked on the “My research projects” button on the main
page, a list of all their research projects are displayed like this:

|} & MyResearches - IoT Lab x\:+ — - [EIQIQJ
(-:) www.iotlab.eu/LeadAResearch/MyResearches C || Q Rechercher B 9 3 A& 4 5 A A & =
@ My account as researcher / My research projects
loT Lab MY RESEARCH PROJECTS
Crowdsource The Future

My researches

Show 10 ~ entries Search: E
Home
loT Lab in a nutshell
U4loT user engagement Active i Set public # Edit  Delete
> Join the wisdom of
the crowd W
U4laT user engagement Active i Set public # Edit T Delets
> Lead a research
U4loT research project Active & Set private # Edit T Delete
> My account as researcher
> My research projects testCC Archived i Set public # Edit T Delete
Create a new research
My activity log TestCC Archived o Set public # Edit W Delete
Madelled testbed
VR app of the modelled Smart HEPIA datacenter Archived & Set private & Edit W Delete
testbed
> laT & Crowdsourcing Week of sustainable development Archived & Set private & Edit T Delete

Figure 29: Research projects

The title of each research project is put on a row followed by its status (active or
archived), a button making the research project public or private, a button to edit
the profile of the research project and a button to erase the project. Projects are not
visible on the crowdsourcing application unless they are both active and set as
public.

The researcher can access a particular research project by clicking on its title and
the following web page appears corresponding to the research project’s
dashboard:
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Figure 30: Dashboard of a research project

The first tab of the research dashboard shows all the information about the research
project’s profile as illustrated above. The second tab is used for the crowd interaction
through surveys and will be explained in Section 3. The third tab concerns loT
interactions, reservation of resources and the creation of experiments. The following
image lillustrates the content of this tab:
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Figure 31: IoT interactions

Resources reservation
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To reserve the required resources, the researcher clicks on the “Reserve resources”
button on the “loT interactions” tab and gets this:

e ResorceReservation - 7 La. (o3-S
€ ) ® www.iotlab.eu/ResourcelresearchD=368 c Rechercher Wl B + & 4 5 A g =
RESOURCE RESERVATION
loT Lab
Crowdsource The Future
Resource type:
All resources types B
Home Resource name:
All resource names B
loT Lab in a nutshell

> Join the wisdom of ¢+ Advanced filtering

the crowd
Longitude: §5)
> Lead a research

Latitude: @
> loT & Crowdsourcing -

Support/fund loT Lab Distance (m}):
research

Reserved after:
> loT Lab project

> Privacy & Ethics Reserved before:

News Research code:

» in f , I

Figure 32: Resource reservation

The resources are sorted by resource type and resource name. The possible resource
types are: device, general purpose /O, power, load control, sensor, light control,
message and location. All the information concerning the resource types is provided
at the testbed level. The resource names correspond to the properties of the
different loT devices installed in the different testbeds like sensors and actuators, but
also smartphones which are considered to be mobile 10T sensors.

The advanced filtering is composed of three features: geo-fencing, reservation dates
and research code. Geo-fencing permits the reservation of every type of resource
(loT sensors and actuators, but also mobile phones with the IoT Lab application
installed) in a particular geographic area. To achieve this, the researcher needs to
enter a location given by its longitude and latitude. To help the researcher, a button
similar to a pin is available. When it is clicked, a map appears and the researcher
can put a pin on this map in the desired location. After submitting the location, the
longitude and the latitude are automatically entered in the two corresponding fields
of the form. The researcher then only needs to complete the process of the geo-
fencing by writing a distance in meters. All the resources in the given distance from
the defined location will be displayed on the list of available resources and any
resources that are too far away will be ignored.

The second feature permits the reservation of resources during a given period of time
using the “Reserved after” and “Reserved before” fields.

Finally, the research code, also named the project code, is given by the researcher
and only the resources with this code are shown in the list of resources. Typically, the
researcher defines a research/project code and shares it with the users who have
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already installed the loT Lab application on their smartphones; the users need to
write this code in the settings of the mobile application. The code is a good way of
identifying smartphones from the other loT Lab resources when preparing new
experiments. At the same time, the smartphones using a project code don't appear
in the list of all available resources and so can be considered as a kind of private
resource across the loT Lab platform.

The research code is likely to be the primary method for LSPs to organise their
crowdsourcing efforts. The LSP simply needs to ensure that their crowdsourcing
participants have joined the LSP’s research project on the application and entered
the pre-agreed code (which can be any combination of alphanumeric characters)
in the application setftings. The LSP then simply needs to enter the exact same code
in the advanced filtering section and the smartphone sensors of the participants will
appear.

After entering all the desired criteria in the form, the user launches the resource
search using the “Search” button and then a list of available resources is displayed.
The following example shows the resources of a smartphone:

& Mandat International Webrm % f & ResourceReservation -IoT L= % F fal |
€)@ iotabieu/Resource/Fiters & | [ echercher B 93 A 45 a Bg =
. =
» in f
Include simulated virtual resources: &l
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@ 10T LAB a
@loTLAB I | Show 10 ~ entries Search:
Support loT Lab: provide
financial su‘p?ont‘n 5 Resource Resource - . 2 Sh o
incentivise #crowd Node % +* 03 Name %| Provider %
participants and #support type name map
the #researches:
otiab.eu/SupportARese: GPS Locati
e 669402005 | Location ocaton location Crowd n
(loc)
O E
Emb (=} 66940.2005 Sensors Motion (sen) accelerometer Crowd n
E 66940.2005 Sensors Motion (sen) gyroscope Crowd n
[ 66940.2005 Sensors Mation (sen) magnetometer Crowd n
O | 66940.2005 Sensors Motion (sen) light Crowd n

Showing 1 to 5 of 5 entries Previous 1 Next

@ Show resources on map

- = — ——

Figure 33: Resources of a mobile phone

As llustrated above, a mobile phone provides the values of its location,
accelerometer, gyroscope, magnetometer and light as resources. The user of the
smartphone needs to have authorised the data collection from these sensors; if this is
not the case, no data are sent to the IoT Lab platform. It is possible to show the
resources on a global map by clicking on the corresponding buttons.

To select one or more resources, the researcher must put a fick in the left-hand
column of the resource list as shown here:
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Figure 34: Resource selection

Afterwards, the researcher enters the start and end dates of the reservation. The time
is set for the GMT/BST time zone. The reservation is applied once the “Reserve” button
on the right-hand side of the screen has been pressed.

The newly-reserved resource then appears in the reserved resources tab as
displayed below:
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Figure 35: Reserved resource

Expired and previously-used resources can be seen in the corresponding tabs.
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Creating a new experiment

To incorporate the resources previously reserved into a new experiment, the
researcher puts a fick in the right-hand column of the reserved resources list. This
column is named “Include in experiment”. After the selection of all the reserved
resources required for a new experiment, the researcher clicks on the “Create a new
experiment” button to start the experiment composition.
The module to compose a new experiment looks like this:

=alo>d ]

O NETCEIISECTEI eSO &) CreateANewErperiment - Io x‘_
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Figure 36: Selection of sensors and actuators

The researcher selects which 10T sensors and which loT actuators are used in the
frame of this new experiment then presses the “Next step” button.
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Figure 37: Resources provisioning

The researcher next chooses the value to be retfrieved from the sensor, the period
between each measurement and the start and end dates of the total period for
obtaining values from the sensor. The researcher clicks on the “Add reading” button
to validate the resource provisioning.
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Support o1 Lab: provide pL
financial supportto SCENARIO COMPOSITION

incentivise #crowd

participants and #support

the #researches:

iotlab.eu/SupportAResear
Condition
v, e
Emb:
The absolute = value (in case of multiple values, then must be less than
the logical AND ~ )of light. 1
Add condition to action
Outcome |
If the above conditions are met (with logical operator AND ~), get another reading from the following sensor
actuate the following actuator(s):
o
light.
valve.
50%
Add outcome to action -
L= .

Figure 38: Scenario composition

The next step concerns the actuators and the scenario friggered by the value
provided by the sensor. Based on the value sent by the sensor, the researcher can
choose the condition triggering the scenario. This is done by completing the
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condition part of the scenario composition and by clicking on the “Add condition to
action™ button.

Then, the researcher creates the scenario which is, in fact, the outcome part of the
scenario composition. The researcher selects which actuators will be involved in the
outcome and the values to apply to these actuators. To validate this step, the
researcher presses the “Add outcome to action button”.

To finalise the scenario, the researcher checks the two fields making the sentence
“If... then...” as illustrated here:

-
& MandatIntemationsl Webrn % | ( CrestelhewEsperiment -1o7 % | +

€ ) @ www.iotlab.eu/LeadAResearch/CreateANewExperiment ¢ Rechercher Pal = + A 4 s B =
] a

—— EE =

valve.

50%

Add outcome to action

The absolute value of light.(logical and) is lessthan 1 * Apply logical AND to conditic

if then

Remove condition

Finalize and submit scenario

FAQ Terms and conditions Privacy Contact us E \D 5

Figure 39: Finalise the scenario

The condition is placed just after the “if” word and the tiny sentence just after the
“then” statement corresponds to the outcome of the defined scenario. At the end,
the researcher submits the scenario using the button named “Finalise and submit
scenario”. This scenario will be executed following the date and time previously
defined by the researcher. Selecting a condition is optional but may be helpful in
conftrolling the size of the dataset that is generated.

Once the resources/users’ smartphone sensors have been chosen and the fimes
when data will be collected have been submitted, the users’ smartphones will
automatically collect the requested data at the times selected. If a user does not
have a given sensor or has not given permission to use that sensor, those sensors
simply will not appear in the list of available resources in the first place.

Results of an experiment

The results of an experiment are available on the corresponding research dashboard
after the end of the experiment as displayed below:
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— .
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Figure 40: Results of an experiment

The name of the experiment is shown followed by the date of creation of the
experiment. Three buttons allow the researcher to change the title or description of
the experiment (“Edit” button), to delete it (“Delete” button) and to see the results
(“Results” button). Pressing this last button leads to the following web page:

J-@ ResultsOfExperiment - IoT L x\+ N (=il
-‘;(-‘_‘- ® iotlab.eu/LeadAResearch/ResultsOfExp researchiD=2748exp fD-1216 @ || Q rechercher 7 a + A 4 s a B =
- @ Ty dTLOUrL a5 resedroner Ty TESEdIUIT projeus RESEATUT UASTOOAIa RESULL OT EXPETITIETIL A
RESULTS OF EXPERIMENT
loT Lab I
Crowdsource The Future

Datacenter temperature

> JSON Result
Home

i

loT Lab in & nutshell Resource: node®9.mitestbed temperature_21 temp [P Export to excel | [ Export to csv

> Join the wisdom of Show 10 ~ entries Search:
the crowd
Created at Measurement value $ m
> Lead a research 4
23/0%/2016 09:20:00 269 C
> My account as researcher
23/09/2016 09:25:00 26.8 C
> My research projects
Create a new research 23/09/2016 09:30:01 268 C
My activity Log
23/09/2016 09:35:00 267 C
Modelled testbed
VR 2pp of the modelled 23/09/2016 09:40:00 26.7 C
testbed
23/09/2016 09:45:00 268 C
> loT & Crowdsourcing
Showing 1 to 6 of & entries Previous 1 Next

Support/fund loT Lab

—

Figure 41: Results

Each measurement of the experiment is displayed on its own line and comprises
three columns: the date and the time of the measurement, the value and the unit.
This part will evolve in the future. The researcher can download all these results in an
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Excel file or in a CSV file by pressing the respective buttons on the top-right of the
measurements list.

Upload reports

From the research board, the researcher can upload a report via the “Upload
reports” tab as illustrated here:

—————————————— —
_/ & ResearchDashboard - IoT Lab x\+ = W=
(€ ) @ & | www.iotlab.eu/LeadAResearch/ResearchDashboard?researchiD=274 & || Q Rechercher b+ N =] ¥+ H d ‘_: (o} :F E

‘ -
@ My account as researcher / My research projects / Research dashboard

Join the wisdom of the crowd!

m

loT Lab RESEARCH DASHBOARD
Crowdsource The Future
Smart HEPIA datacenter
01/03/2016 - 01/03/2017 Notification (O
Home -
Research profile Crowd interactions loT interactions Upload reports
loT Lab in a nutshell
> Join the wisdom of No file chosen...
the crowd
> Lead a research
> My account as researcher
» My researen projects __
Create a new rsearch
HEPIA datacenter report.pdf & Open @ Delete

My activity Llog

Modelled testbed R R
Showing 1 to 1 of 1 entries
VR app of the modelled o
- i

Figure 42: Upload reports

The researcher selects the file to be uploaded to the IoT Lab website from his hard
drive using the green button. The format of the file is PDF. By pressing the “Start
Upload” button, the file is uploaded onto the 10T Lab platform.

The available PDF documents are displayed in the list named “Document”: the
name of each file is shown and the file can be opened and erased using the
corresponding buttons.

Notifications

On the top-right of each research dashboard, a button named “Notification”
permits the researcher to send short messages to the 10T Lab application installed on
the users’ smartphones. The title of a new notification and its content can be written
in the fields shown here:
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D Notification - 1oT Lab X -—
| & Notification - IoT Lab x\+ Ea| =
(€)@ wwnw.iotlabeu/LesdAResesrch/Notificstio rchID=368 & [ Q fechercher B 94 A dsp B =
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9 A N T\

| "‘"-'
“‘Oe_ Join the wisdom of the crowd!
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@ My account as researcher / My research projects / Research dashboard / Notification
loT Lab NOTIFICATION
Crowdsource The Future 5
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Short text: Short tex
H
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> Join the wisdom of Participants filter
the crowd
Research code: Research code
> Lead a research I
Location: pik lcaton

> laT & Crowdsourcing

4 Send notification

Support/fund loT Lab
research

> loT Lab project

Figure 43: Notification

The selection of the users receiving the nofification is made in two ways: the
research/project code or the geo-fencing function. These two methods to send a
notification are exactly the same as in the selection of resources during the process
of resource reservation described earlier in this document. The “Send nofification”
button sends the new notification to the relevant users. Once again, the research
code plays an important role here.

The users can also send messages and these messages are displayed in the
“Messages” section of the website. To reach this section, the researcher clicks on the
“Messages” button at the top-right of their main page. The ability to send messages
from the application is found by choosing the relevant research project page in the
application and selecting the button labelled “Contact”.

My activity log

From the main page of a researcher’'s account, the statistics associated with a
researcher are displayed after pressing the "My activity log"” button. The information
available is the number of created research projects, the number of ratings for the
experiments, the total score of ratings and the researcher’s budget.
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Figure 44: My activity log

Get inspired

The "Get inspired” button sends the researcher to the list of the top ranked research
ideas proposed by the loT Lab crowd as shown here:

.
J@ TopRankedResearchldeas -1 % | + = =

(€)@ www.ictlab.eu/JoinTheWisdomOfTheCrowd/TopRankedResearchldeas

AW
I
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Ongoing research .43 502 |

Completed ressarches

review 15
Suggest new research
Platform scores .
Apps and download page The Power and Heat monitor

.\ lead . Automated data collection from appartments, offices, and buildings related to heating, power consumption,
ad a research
liting, humidity, CO2, etc. Providing data to the owner and appropriate business services.

ol 8 (r%‘mvimﬂ e

Figure 45: Get inspired

This relates directly to the section of the smartphone application labelled “Ideas”.

Ongoing research
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The "Ongoing research” button available on the main page opens a web page with
all the currently-running research projects. For each project, the name of the
researcher, his company or organisation, the main beneficiaries, the description and
the objectives of the project are displayed, followed by the start and end dates of
the project as well as its category.

_/" & OngoingResearch - IoT Lab x\+ =& e )
(€) ® wunwiotiab.ew/JoinTheWisdomOFTheCrowd/ OngoingResearches & || Q Rechercher bed =] + A 4 B B =
S SN
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» Test-JAEM

Home

U410oT research project
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Cor : Mandat International
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the crowd 2% Beneficiaries: LSPs, European citizens
M Description:
Top ranked ideas User engagement for Large Scale Pilots (LSPs).

0Ongoing research @ Objectives:
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i More info
Apps and download page
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———

Figure 46: Ongoing research

My profile

Finally, the “My profile” button on the main page permits the researcher to access all
the information of his profile and to edit each field as shown below:
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—
| & MyProfile - [oT Lab x = =

e 94 a4 a Bg =

€ ) ® B www.iotlab.eu/Account/EditUser El € ||Q Recherche

loT Lab MY PROFILE

Crowdsource The Future
€ Set my user account to accept donations =

Mandat International
Home

demo@mandint.org

MI B
> Join the wisdom of
the crowd Switzerland

loT Lab in a nutshell

> Lead a research Geneva

Chemin du Ch: -B 3
> laT & Crowdsourcing S du bnemeBaren

41 (0) 227744222
Support/fund loT Lab I

research Other B
> loT Lab project Ml
> Privacy & Ethics Mandat International is an independent and I~

apolitical foundation with Special consultative
status to the UN and other international

News .
organisations. =
The foundation aims at promoting international
- dialogue and cooperation. Throughout the
, in f years, the foundation has been working to ~
-_— —

Figure 47: My profile

The researcher must click on the “Save” button at the end of this web page to
register the changes.
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SECTION 3: THE SURVEY TOOL

INTRODUCTION

The survey tool introduced by the IoT Lab project permits researchers to create
surveys personalised for their domains of research and to distribute the surveys via
the loT Lab mobile application. The users can respond to every question written in
the surveys from the mobile application and, afterwards, the researchers can
analyse the results of each survey and learn the opinions of the crowd. The survey
tool provided in the frame of the IoT Lab platform is based on a LimeSurvey? server
and is accessed using the loT Lab website described in the previous section

HOW TO USE THE SURVEY TOOL

First of all, the researcher needs a valid account on the 10T Lab platform. The process
to get one is described at the beginning of Section 2. After logging in, the researcher
comes to the main page of their account. The “My research projects” button leads
to the list of all of the researcher’s research projects. They select the research project
in which the new survey should be conducted by clicking on the name of the
project. The research dashboard appears containing the profile of the project. To
reach the survey tool, the researcher clicks on the “Crowd interactions” tab where
they will see this:

_/ & ResearchDashboard - IoT Lab x | + ol |
(; ® & iotlab.eu/LeadAResearch/ResearchD. ? hiD=368 C || Q Rechercher e 9 A A4 s B =
ST o Y '-'-VW' \E
‘9\‘ Join the wisdom of the crowd! Mandat Intemnational ‘%9‘
(| ol lemmmamsiwn0a® e
My account as researcher / My research projects / Research dashboard
RESEARCH DASHBOARD i
loT Lab
Crowdsource The Future
U4loT user engagement
21/09/2017 - 31/12/2017 Notification O
Home -
Research profile loT interactions Upload reports
loT Lab in a nutshell
Surveys
> Join the wisdom of LIstis empty

the crowd

+ Create survey % Lime survey editor
+ Participants’ list wizard i Lime survey instructions 7 Send survey wizard
> My account as researcher
> My research projects @ View my lists " 1 Request a personal LS account

Create a new research

> Lead a research

My activity log
Modelled testbed

VR app of the modelled b6

Figure 48: Survey tool

Create survey

2 hitps://www.limesurvey.org/
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To create a new survey, the corresponding button should be pressed by the
researcher. A pop-up window appears:

= |
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My activity log
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Figure 49: Create survey

The researcher enters the name of the survey, its description, the link for the survey
and the research code (if required). The survey link can be found by opening
LimeSurvey (“Open Lime Survey” button), after which the researcher creates the
survey as instructed by the official manual available here:
https://manual.limesurvey.org/Surveys - infroduction. The researcher then goes to
the main page of the newly created survey on the LimeSurvey server and the survey
link is provided by the LimeSurvey server just after the title of the survey in the field
labelled “Survey URL". The value of this field must be copy-pasted to the “Survey
Link” field in the loT Lab form to create the survey.

The survey research code is similar to the research (or project) code mentioned
earlier in this document although, crucially, it is not the same. A special survey
research code should only be used if the general project research code is not
sufficient for the LSP’s requirements. After the successful creation of the survey, the
web page on the loT Lab platform is updated with the new survey as illustrated
below:
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Figure 50: New survey created

The name of the new survey and its description, followed by two buttons, are now
displayed on this web page. The first button permits refrieval of the results of the
survey when it is completed: the results are presented as an Excel file generated
from the LimeSurvey server. The second button opens the survey using the survey link
provided by the LimeSurvey server.

LimeSurvey editor

The “Lime survey editor” button opens the LimeSurvey server and displays the list of
all the surveys. Afterwards, the researcher can modify his chosen survey.

Participants list wizard

The button named “Participants list wizard” allows the researcher to select users
according to different criteria available through their profiles. This list of participants
will be used to send the survey to the right group of users, depending on the criteria
selected by the researcher.

The first step is to give a name to this new list of participants. The second step is to
filter the criteriac needed to target the right users. The available criteria are age,
gender, hometown, country, education level and location. The research code can
also be taken into account alongside the other criteria. The researcher confirms the
list of participants using a final selection of the participants.

To use pre-determined set of users, it is enough to use the research code described

in Section 2. Asking intended recipients to add a pre-agreed research code to their
settings and then filtering based on this code is the most efficient way to do this.

View my lists
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The researcher can see all the lists of participants by pressing the “View my lists”
button on the main page of the survey tool. The corresponding pop-up window is
shown below:

-— — - ~—
ja ResearchDashboard - IoT Lab x | & - - | = s
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Figure 51: Lists of participants

For each list of participants, two buttons are displayed just after the name of the list.
The first button (“View”) opens a new pop-up window containing the list of all
participants. This means that all the criteria used by the researcher during the
creation of each list are displayed on the header of the pop-up window followed by
a line for each participant and their values corresponding to the criteria as shown
here:
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Figure 52: A list of participants

After closing the previous pop-up window, the researcher can once again see all the
participant lists. The second button, named “Delete”, permits the erasure of any list
of participants.

LimeSurvey instructions

Some information is displayed on the IoT Lab website about the LimeSurvey server
and can be useful when creating a survey. The button “Lime survey instructions”
takes the researcher to this web page.

Request a personal LimeSurvey account

There is a possibility to obtain a personal account for the loT Lab LimeSurvey server
using the “Request a personal LS account” button. An email is sent to the loT Lab
platform administrator once the researcher has pressed this button. The system
administrator of loT Lab can accept or refuse this request.

Send survey wizard

The last step to send a survey to a group of users is described in this section. The
button “Send survey wizard” opens a wizard composed of different steps to be done
by the researcher.

First of all, the researcher selects the list of participants to be used. Then, the
researcher chooses the survey to send to the listed participants. Finally, the name of
the participants list and the name of the survey are written on the screen like this:
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Figure 53: Sending a survey

So the list of participants and the survey are now linked and the survey can be sent
by the researcher using the “Finish” button. Normally, each user present in the list will
receive a nofification on their smartphone indicating that there’s a new survey to be
answered. Users can then complete the survey on their smartphones and the
responses will be available to the LSPs on the 10T Lab website.
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CONCLUSIONS [

The loT Lab mobile application has been improved and updated to respond to the
requirements of the U4loT project. This means that LSPs will have direct and quick
feedback from the people who are most important for them: the end-users. They'll
also be able to eacsily retrieve qualitative and quantitative feedback for their
projects. At the same time, the loT Lab website has received some updates. These
modifications should permit the U4loT project to have useful crowdsourcing tools that
will encourage partners and stakeholders to engage citizens in the five LSPs. The loT
Lab platform and the U4loT project have the same goal: to encourage the general
public to change the world by using new technologies related to the Internet of
Things.
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